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Copyright Notice

This publication, including all photographs, illustrations and software, is protected under interna-
tional copyright laws, with al rights reserved. Neither this manual, nor any of the material contained
herein, may be reproduced without written consent of the author.

Disclaimer

The information in this document is subject to change without notice. The manufacturer makes no
representations or warranties with respect to the contents hereof and specifically disclaim any im-
plied warranties of merchantability or fitness for any particular purpose. The manufacturer reserves
the right to revise this publication and to make changes from time to time in the content hereof
without obligation of the manufacturer to notify any person of such revision or changes.

Limitations of Liability

UNDER NO CIRCUMSTANCES SHALL AMARANTEN OR ITS SUPPLIERS BE LIABLE FOR
DAMAGES OF ANY CHARACTER (E.G. DAMAGES FOR LOSS OF PROFIT, SOFTWARE
RESTORATION, WORK STOPPAGE, LOSS OF SAVED DATA OR ANY OTHER COMMER-
CIAL DAMAGES OR LOSSES) RESULTING FROM THE APPLICATION OR IMPROPER USE
OF THE AMARANTEN PRODUCT OR FAILURE OF THE PRODUCT, EVEN IF AMARAN-
TEN IS INFORMED OF THE POSSIBILITY OF SUCH DAMAGES. FURTHERMORE, AM-
ARANTEN WILL NOT BE LIABLE FOR THIRD-PARTY CLAIMS AGAINST CUSTOMER
FOR LOSSES OR DAMAGES. AMARANTEN WILL IN NO EVENT BE LIABLE FOR ANY
DAMAGES IN EXCESS OF THE AMOUNT AMARANTEN RECEIVED FROM THE END-
USER FOR THE PRODUCT.
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Preface

Target Audience

Text

The target audience for this guide is the user who has taken delivery of a packaged Amaranten F100
Series Security Gateway appliance. The guide takes the user from unpacking and installation of the
device through to power-up and initial network connection.

Structure

The text is broken in down into chapters and subsections. All numbered subsections are shown in
the table of contents at the beginning of the document.

Text links

Where a"See section” link is provided in the main text, this can be clicked on to take the reader dir-
ectly to that reference eg. see Chapter 6, Hardware Specifications.

Web links

Web links included in the document are clickable eg. http://www.amaranten.com

Notes to the main text

Specia sections of text which the reader should pay special attention to are indicated by icons on the
the left hand side of the page followed by a short paragraph in italicized text. There are the follow-
ing types of such sections:

Note

@ This indicates some piece of information that is an addition to the preceding text. It
may concern something that is being emphasised or something that is not obvious or
explicitly stated in the preceding text.

_ Tip
/ This indicates a piece of non-critical information that is useful to know in certain situ-
g ations but is not essential reading.

Caution
@ This indicates where the reader should be careful with their actions as an undesirable
situation may result if careis not exercised.

| mportant
| Thisis an essential point that the reader should read and under stand.

Warning
A This is essential reading for the user as they should be aware that a serious situation
may result if certain actions are taken or not taken.

Vi
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Port Status LEDs Chapter 1. Product Overview

green if the port is operating as a 100Base-TX link. speed. The top-l€eft light is not lit if the connec-
tionis operating asa 10Base-T link.
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Chapter 2. Installation

* Installation Guidelines, page 5

» Connecting Power, page 6

2.1. Installation Guidelines

Follow these guidelines when installing your Amaranten F100 Series appliance:

» Make sure that the power source circuits are properly grounded, then use the power cord sup-
plied with the appliance to connect it to the power source.

» If your instalation requires a different power cord than the one supplied with the appliance, be
sure to use a power cord displaying the mark of the safety agency that defines the regulations for
power cords in your country. The mark is your assurance that the power cord can be used safely
with the appliance.

» Ensure that the appliance does not overload the power circuits, wiring and over-current protec-
tion. To determine the possibility of overloading the supply circuits, add together the ampere rat-
ings of all devices installed on the same circuit as the appliance and compare the total with the
rating limit for the circuit. The maximum ampere ratings are usually printed on the devices near
the AC power connectors.

* Do not install the appliance in an environment where the operating ambient temperature might
exceed the specified operating range (see Chapter 6, Hardware Specifications).

» Make sure that airflow around the sides and back of the applianceis not restricted.

Note
@ Detailed information concerning power supply range, operating temperature range
etc. can be found at the end of this publication in Chapter 6, Hardware Specifications.

Flat Surface Installation

Your Amaranten Security Gateway can be mounted onto any appropriate flat, level surface that can
safely support the weight of the appliance and it's attached cables.

Caution
@ Please ensure there is adequate space around the unit for ventilation and access to op-
erating switches and cable connectors.
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Chapter 3. Initial Setup

« Attaching Connectors, page 8
* Setup using the local RS232 console, page 10

* Finalizing the Configuration, page 12

3.1. Attaching Connectors

3.1.1.

3.1.2.

Connecting to a Network

Theinitial configuration of the Amaranten Security Gateway configures which Ethernet interface to
be used for remote management. Any interface can be used for this purpose. Naturally, the selected
interface can also be used for normal security tasks.

The intended interface should be attached to the same network as the management server (or a net-
work accessible from the management server via one or more routers).

Connect the interface to a switch or hub in the network using a regular straight-through Ethernet
cable. In the diagram below the Amaranten Security Gateway (unit top-left) is connected to a switch
(bottom-left).

Figure 3.1. A typical installation setup
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The Amaranten Security Gateway can be connected directly to the network interface of the manage-
ment server without using any switch or hub, but please note that in that case, a crossover cable
must be used.

Connecting the Console Port

The final phase of the initial set-up requires actions performed on the actual Amaranten Security
Gateway. These are carried out using the Console port on the Amaranten Security Gateway .

The seria console port is an RS-232 port that enables a connection to a PC or terminal for monitor-
ing and initial configuration of the Amaranten Security Gateway. To use the console port, you need
the following equipment:
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e A terminal or a (portable) computer with a serial port and the ability to emulate a terminal i.e.
using the Hyper Terminal software included in most Microsoft Windows installations). The ter-
minal should have the following settings: 9600 baud, No parity, 8 bitsand 1 stop bit.

* An RS-232 cable with appropriate connectors. The Amaranten Security Gateway Appliance
packages include RS-232 null-modem cable.

To connect aterminal to the console port, follow these steps:

1. Settheterminal protocol asdescribed previoudly.

2. Connect one of the connectors on the RS-232 cable supplied, directly to the console port on the
F100 Series device.

3. Connect the other end of the cable to the terminal or the serial connector of the computer run-
ning the communications software.




3.2. Setup using the local RS232 con- Chapter 3. Initial Setup
sole

3.2. Setup using the local RS232 console

Make sure that a terminal (or a computer running terminal emulation software) is connected to the
console port on the Amaranten F100 Series hardware as described above in Section 3.1.2,
“Connecting the Console Port”.

1. Power up the Amaranten Security Gateway.

Note

@ The hardware will need some time to power up depending on the choice of boot
media in the device, and during this period, there will be no output to the terminal
window.

When the deviceis starting, atext similar to the following will appear in the terminal window:

1 zetup a s2mall base configuration needed for the
yatem to start, and for remote management of the
ecurity Gateway to

wowoe

rk. When this procedure is finished,
the remaining parts of the configuration may be completed
remotely using the Security Gateway Manager software.

Blease choose your management interface

* Switched interfaces Port 1-7
WAN: Fast Ethernet interface 10/
AU¥: Fast Ethernet interface 1

ESC EReturn to previous menu

2. Select the interface that you have chosen for communication with the management station.
Press Enter to confirm your choice.

3. Enter the IP address you intend to use for the management interface and enter the appropriate
netmask and default gateway. It's also possible to specify a remote management network if it's
different from the local management interface subnet. Press Ctrl-S to save the settings and con-
tinue.

Management Interface:
LaN: Switched interfaces Port 1-

Use DHCEP:
U=ze FFPoE:

IPF Rddres=ss:

Hetmask:

Gateway Address: [ . . . ] {Leave blank for none)
1 ed Mgmt HNet: [ . . . ] ({Leave blank for local
network)

Hetmask:

HCTE: If this interface iz NCOT the external interface,
the gateway address should normally be left blank.

10
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Note
@ It is possible to use DHCP on the interface.

4. Thefollowing will appear in the terminal window:

Writing configuration file, pleasze wait...Done.
It iz recommended to start the core now.

PressY to start CorePlus.

5. You will the receive a confirmation message that CorePlus has successfully started as shown
below:

Configuration done

11
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3.3. Finalizing the Configuration

After intial setup, the user should refer to the companion publications found in PDF format on the
accompanying CD for information on how to begin to configure the F100 Series device:

Amaranten FineTune Adminis-
trators Guide

Amaranten CorePlus Adminis-
trators Guide

Amaranten Log Reference Guide

FineTune is a software tool that provides the principal man-
agement interface for the F100 Series device. The software
runs on a Windows based PC workstation and is used by the
administrator to manage one or multiple Amaranten Security
Gateways. This describes how to register your Amaranten li-
cense and set-up afirst security policy.

This describes the general operation and control of the

CorePlus firmware, which is the Amaranten proprietary oper-

ating system that drives and controls the Amaranten F100
Series hardware. The document includes examples of how to

carry out typical adminstrative tasks such as setting up a

VPN, and how to use the F100 Seriesin various scenarios.

This documents and describes all log messages that might be
generated by CorePlus during operation of the system.

12
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Chapter 4. Warranty
Limited Warranty

Amaranten warrants to the customer of the Amaranten Security Gateway Appliance that the Hard-
ware components will be free from defects in material and workmanship under normal use for a
period of two (2) years from the Start Date (as defined below). The warranty will only apply to fail-
ure of the product if Amaranten isinformed of the failure not later than two (2) years from the " Start
Date" or thirty (30) days after that the failure was or ought to have been noticed by the customer.
The warranty will not apply to products from which serial numbers have been removed or to defects
resulting from unauthorized modification, operation or storage outside the environmental specifica-
tions for the product, in-transit damage, improper maintenance, defects resulting from use of third-
party software, accessories, media, supplies, consumables or such items not designed for use with
the product, or any other misuse. Any replacement Hardware will be warranted for the remainder of
the original warranty period or thirty days, whichever islonger.

Note that the term Start Date means the earlier of Product registration or ninety (90) days following
shipment from Amaranten.

Obtaining Warranty Service

Warranty service may be obtained by contacting Amaranten within the applicable warranty period,
and requesting a Return Material Authorization (RMA) number. If the product in question has not
been registered with the Amaranten client web pages, then a proof of purchase (such as a copy of
the dated purchase invoice) must be provided. If Purchaser’s circumstances require special handling
of warranty correction, then at the time of requesting the RMA number, the Purchaser may also pro-
pose special procedures as may be suitable to the case.

After an RMA number is issued, the defective product must be packaged securely in the original or
other suitable shipping package to ensure that it will not be damaged in transit, and the RMA num-
ber must be clearly marked on the outside of the package. The package must be mailed or otherwise
shipped to Amaranten with all costs of mailing/shipping/insurance prepaid. Amaranten shall not be
responsible for any of the Purchaser’s software, firmware, information, or memory data contained
in, stored on, or integrated with any product returned to Amaranten pursuant to this warranty.

Any package returned to Amaranten without an RMA number will be rejected and shipped back to
the Purchaser at the Purchaser’s expense. Amaranten reserves the right in such a case to levy areas-
onable handling charge in addition to mailing and or shipping costs.

To issue an Return Material Authorization (RMA) request for warranty or maintanence service for a
Amaranten appliance product, please fill out the Amaranten RMA request form which can be found
and submitted online at (clickable link):

http://www.amar anten.com/suppor t/support_rma._request.html

Should there be a problem with the online form then Amaranten support can be contacted by email
at: mailto: support@Amaranten.com.

Customer Remedies

Amaranten’s entire liability according to this warranty shall be, at Amaranten’s option, either return
of the price paid, or repair or replacement of the Hardware that does not meet Amaranten’s limited
warranty and which is returned to Amaranten with a copy of your receipt.

Limitations of Liability

Please refer to the legal statement at the beginning of this guide for a statement of liability limita-
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tions.
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Chapter 5. Safety
Safety Information

Amaranten F100 Series devices are safety class | products and have protective ground terminals.
There must be an uninterrupted safety earth ground from the main power source to the product’sin-
put wiring terminals, power cord, or supplied power cord set. Whenever it is likely that the protec-
tion has been impaired, disconnect the power cord until the ground has been restored.

For LAN cable grounding:

e If your LAN covers an area served by more than one power distribution system, be sure their
safety grounds are securely interconnected.

* LAN cables may occasionally be subject to hazardous transient voltage (such as lightning or dis-
turbances in the electrical utilities power grid). Handle exposed metal components of the net-
work with caution.

There are no user-serviceable parts inside these products. Only service-trained personnel can per-
form any adjustment, maintenance or repair.

Sakerhetsforeskrifter

Dessa produkter &r sékerhetsklassade enligt klass | och har anslutningar for skyddsjord. En obruten
skyddsjord méste finnas fran stromkallan till produktens natkabel sanslutning eller natkabel. Om det
finns ska att tro att skyddsjorden har blivit skadad, méaste produkten stangas av och néitkabeln
avlagnastill dess att skyddsjorden har dterstéllts.

For LAN-kablage géller dessutom att:

» om LAN:et ticker ett omréde som betjanas av mer an ett stromforsorjningssystem méste deras
respektive skyddsjord varaihopkopplade.

* LAN kablage kan vara foremdl for farliga spanningstransienter (sdsom blixtnedslag eller

stérningar i elnétet). Hantera metallkomponenter i forbindelse med nétverket med férsiktighet.

Det finns inga delar i produkten som kan lagas av anvandaren. All service samt alla justeringar,
underhdl eller reparationer far endast utféras av behorig personal.

Informations concernant la sécurité

Cet appareil est un produit de classe | et posséde une borne de mise a la terre. La source
d’alimentation principale doit ére munie d’'une prise de terre de sécurité installée aux bornes du
céblage d’ entree, sur le cordon d’ alimentation ou le cordon de raccordement fourni avec le produit.
Lorsque cette protection semble avoir été endommagée, débrancher le cordon d’ alimentation jusqu’ a
cequelamise alaterre ait été réparée.

Mise alaterre du cble de réseau local:
e s votre réseau local s étend sur une zone desservie par plus d’un systéme de distribution de
puissance, assurez-vous gue les prises de terre de sécurité soint convenablement interconnectées.

o Les cébles de réseaux locaux peuvent occasionnellement étre soumis a des surtensions trans-
itoires dangereuses (telles que la foudre ou des perturbations dans le réseau d’ alimentation pub-
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lic). Manipulez |es composants métalliques du réseau avec précautions.

Aucune piece contenue a I'intérieur de ce produit ne peut étre réparée par I'utilisateur. Tout
dépannage, réglage, entretien ou réparation devra étre confié exclusivement a un personnel qualifié.

Hinweise zur Sicherheit

Diesist ein Gerét der Sicherheitsklasse | und verfiigt Uber einen schiitzenden Erdungsterminal. Der
Betrieb des Geréts erfordert eine ununterbrochene Sicherheitserdung von der Hauptstromquelle zu
den Geréteingabeterminals, den Netzkabeln oder dem mit Strom belieferten Netzkabelsatz voraus.
Sobald Grund zur Annahme besteht, dass der Schutz beeintrachtigt worden ist, das Netzkabel aus
der Wandsteckdose herausziehen, bis die Erdung wiederhergestellt ist.

Fir LAN-Kabelerdung:

*  Wenn Ihr LAN ein Gebiet umfasst, das von mehr as einem Stromverteilungssystem beliefert
wird, missen Sie sich vergewissern, dass die Sicherheitserdungen fest untereinander verbunden
sind.

+ LAN-Kabel konnen gelegentlich gefshrlichen Ubergangsspannungen ausgesetz  werden
(beispielsweise durch Blitz oder Stérungen in dem Starkstromnetz des Elektrizitatswerks). Bei
der Handhabung exponierter Metallbestandteile des Netzwerkes V orsicht walten lassen.

Dieses Gerét enthdlt innen keine durch den Benutzer zu wartenden Teile. Wartungs-, Anpassungs-,
Instandhaltungs- oder Reparaturarbeiten dirfen nur von geschultem Bedieningspersonal
durchgefihrt werden.

Considerazioni sulla sicurezza

Questo prodotte € omologato nella classe di sicurezza | ed ha un terminale protettivo di collega-
mento a terra. Dev’ essere installato un collegamento a terra di sicurezza, non interrompibile che
vada dalla fonte d’ alimentazione principale ai terminali d entrata, al cavo d aimentazione oppure a
set cavo d'alimentazione fornito con il prodotto. Ogniqualvoltavi sia probabilita di danneggiamento
della protezione, disinserite il cavo d’alimentazione fino a quando il collegaento aterra non sia stato
ripristinato.

Per lamessa aterradei cavi LAN:

» selavostraLAN copre un’area servitada piu di un sistemadi distribuzione elettrica, accertatevi
chei collegamenti aterradi sicurezza siano ben collegati fraloro;

» i cavi LAN possono occasionalmente andare soggetti a pericolose tensioni transitorie (ad esem-
pio, provocate da lampi o disturbi nellagrigliad’ alimentazione della societa el ettrica); siate cauti
nel toccare parti esposte in metallo della rete.

Nessun componente di questo prodotto puo essere riparato dall’ utente. Qualsiasi lavoro di ri-
parazione, messa a punto, manutenzione o assistenza va effettuato esclusivamente da personale spe-
cializzato.

Consideraciones sobre seguridad

Este aparato se enmarca dentro de la clase | de seguridad y se encuentra protegido por una borna de
puesta a tierra. Es preciso que exista una puesta a tierra continua desde la toma de alimentacion
el éctrica hasta las bornas de los cables de entrada del aparato, € cable de alimentacion hasta haberse
subsanado €l problema.

17
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Puesta atierradel cable delared local (LAN):

» SilaLAN abarca un érea cuyo suministro eléctrico proviene de més de una red de distribucion
de electricidad, cerciorarse de que las puestas atierra estén conectadas entre si de modo seguro.

* Es posible que los cables de la LAN se vean sometidos de vez en cuando a voltajes
momentaneos que entrafien peligro (rayos o alteraciones en lared de energia eléctrica). Mangjar
con precaucion los componentes de metal delaLAN que estén a descubierto.

Este aparato no contiene pieza alguna susceptible de reparacion por parte del usuario. Todas las re-
paraciones, gjustes o servicio de mantenimiento debe realizarl os solamente el técnico.
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