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Preface
Audience

The target audience for this reference guide consists of:

• Administrators that are responsible for configuring and managing the Amaranten Security Gate-
way.

• Administrators that are responsible for troubleshooting the Amaranten Security Gateway.

This guide assumes that the reader is familiar with the Amaranten Security Gateway, and has the ne-
cessary basic knowledge in network security.

Notation
The following notation is used throughout this reference guide when specifying parameters to a log
message:

Angle Brackets <name> Used for specifying thenameof a parameter to a log message.

Square Brackets [name] Used for specifying thename of a conditionalparameter to a log
message.

Example 1. Parameters to a log message

Log Message New configuration activated by user <username>, and committed via <authsystem>

Parameters authsystem
username

Both the authsystem and the username parameters will be included.

Example 2. Conditional parameters to a log message

Log Message Administrative user <username> logged in via <authsystem>. Access level: <access_level>

Parameters authsystem
username
access_level
[userdb]
[server_ip]
[server_port]
[client_ip]
[client_port]

The authsystem, username and the access_level parameters will be included. The other parameters, userdb,
server_ip, server_port, client_ip and client_port may or may not be included, depending on the context of the log
message.

Abbreviations
The following abbreviations are used throughout this reference guide:
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Table 1. Abbreviations

Abbreviation Full name

ALG Application Layer Gateway

ARP Address Resolution Protocol

DHCP Dynamic Host Configuration Protocol

DNS Domain Name System

ESP Encapsulating Security Payload

FTP File Transfer Protocol

HA High Availability

HTTP Hyper Text Transfer Protocol

ICMP Internet Control Message Protocol

IDS Intrusion Detection System

IP Internet Protocol

IPSec Internet Protocol Security

L2TP Layer 2 Tunneling Protocol

NAT Network Address Translation

OSPF Open Shortest Path First

PPP Point to Point Protocol

PPPoE Point to Point Protocol over Ethernet

RADIUS Remote Authentication Dial In User Service

SAT Static Address Translation

SMTP Simple Mail Transfer Protocol

SNMP Simple Network Management Protocol

SSL Secure Socket Layer

TCP Transport Control Protocol

TLS Transport Layer Security

UDP User Datagram Protocol

URL Uniform Resource Locator

UTF Unicode Transformation Format

VLAN Virtual Local Area Network

VPN Virtual Private Network

Abbreviations Preface
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Chapter 1. Introduction
• Log Message Structure, page 1

• Context Parameters, page 3

• Statistics (usage), page 7

• Severity levels, page 8

This guide is a reference to all log messages generated by Amaranten CorePlus. This guide is a valu-
able source when managing and troubleshooting your system.

1.1. Log Message Structure
All log messages have a common design, with attributes like category, severity, recommended ac-
tions and so forth. These attributes enables you to easily filter the log messages, either within Am-
aranten CorePlus prior to sending them to a log receiver, or as part of the analysis taking place after
logging and storing the messages on an external log server.

The following information about a specific log message is available:

Name The name of the log message, which is a short string, 1-6 words separ-
ated by _. Please note that the namecannotbe used as a unique identi-
fication of the log message, as several log messages might share the
same name.

ID The ID is a number which uniquely identifies the log message.

Note
In this guide, the Name and the ID of the log message
form the title of the section describing the log message.

Category Log messages are grouped into categories, where each category maps
to a specific subsystem in Amaranten CorePlus. For instance, the
IPSEC category includes some houndreds of log messages, all related
to IPSec VPN activities. Other examples of categories include ARP,
DHCP, IGMP and USERAUTH.

In this guide, categories are listed as sections in Chapter 2,Log Mes-
sage Reference.

Default Severity The default severity level for this log message. For a list of severity
levels, please see section Section 1.4, “Severity levels”.

Log Message A brief explanation of the event that took place. This explanation often
features references to parameters, enclosed in angle brackets. Ex-
ample:

Administrative user <username> logged in via <authsystem>. Access
level: <access_level>

Explanation A detailed explanation of the event.

Note that this information is only featured in this reference guide, and
is never actually included in the log message.
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Gateway Action A short string, 1-3 words separated by _, of what action the Amaranten
Security Gateway will take. If the log message is purely informative,
this is set to "None".

Recommended Action A detailed recommendation of what the administrator should do if this
log message is received. If the log message is purely informative, this
is set to "None".

Note that this information is only featured in this reference guide, and
is never actually included in the log message.

Revision The current revision of the log message. This is increased each time an
log message is changed between two releases.

Depending on the log message, the following information may also be included:

Parameters The name of the parameters that are included in this log message. If a
parameter is specified within square brackets (for example
[username]), then the parameter is optional and may or may not be in-
cluded in the log message.

Context Parameters The name of the context parameters that are included in this log mes-
sage. Please see Section 1.2, “Context Parameters” for a description of
all available context parameters.

1.1. Log Message Structure Chapter 1. Introduction
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1.2. Context Parameters
In many cases, information regarding a certain object is featured in the log message. This can be in-
formation about, for example, a connection. In this case, the log message should, besides all the nor-
mal log message attributes, also include information about which protocol is used, source and des-
tination IP addresses and ports (if applicable), and so on.

As the same information will be included in many log messages, these are referenced as aContext
Parameter. So whenever a log message includes information about a connection, it will feature the
CONN parameter in the Context Parameter list. This means that additional information about the
connection will also be included in the log message.

Here follows a description of all available context parameters and an explanation to all the addition-
al parameters. The name of the additional parameters are specified in the Syslog format.

ALG Module Name
An ALG is always of a certain type, for example FTP, H323 or HTTP. This parameter specifies the
name of the ALG sub-module, in order to quickly distinguish which type of ALG this is.

algmod The name of the ALG sub-module.

ALG Session ID
Each ALG session has its own session ID, which uniquely identifies an ALG session. This is useful,
for example, when matching the opening of an ALG session with the closure of the same ALG ses-
sion.

algsesid The session ID of an ALG session.

Packet Buffer
Information about the packet buffer, which in turn contains a large number of additional objects.
Certain parameters may or may not be included, depending on the type of the packet buffer. For ex-
ample, the TCP flags are only included if the buffer contains a TCP protocol, and the ICMP-specific
parameters are only included if the buffer contains a ICMP protocol.

recvif The name of the receiving interface.

[hwsender] The sender hardware address. Valid if the protocol is ARP.

[hwdest] The destination hardware address. Valid if the protocol is ARP.

[arp] The ARP state. Valid if the protocol is ARP. Possible values:request|reply.

[srcip] The source IP Address. Valid if the protocol is not ARP.

[destip] The destination IP Address. Valid if the protocol is not ARP.

iphdrlen The IP header length.

[fragoffs] Fragmentation offset. Valid if the IP packet is fragmented.

[fragid] Fragmentation ID. Valid if the IP packet is fragmented.

ipproto The IP Protocol.

1.2. Context Parameters Chapter 1. Introduction
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ipdatalen The IP data length.

[srcport] The source port. Valid if the protocol is TCP or UDP.

[destport] The destination port. Valid if the protocol is TCP or UDP.

[tcphdrlen] The TCP header length. Valid if the protocol is TCP.

[udptotlen] The total UDP data length. Valid if the protocol is UDP.

[[tcpflag]=1] The specific TCP flag is set. Valid if the protocol is TCP. Possible values for
tcpflag:syn, rst, ack, psh, fin, urg, ece, cwrandns.

[icmptype] The ICMP sub-protocol name. Valid if the protocol is ICMP.

[echoid] The ICMP echo ID. Valid if the protocol is ICMP and sub-protocol is echo.

[echoseq] The ICMP echo sequence number. Valid if the protocol is ICMP and sub-
protocol is echo.

[unreach] The ICMP destination unreachable code. Valid if the protocol is ICMP and sub-
protocol is destination unreachable.

[redirect] The ICMP redirect code. Valid if the protocol is ICMP and sub-protocol is redir-
ect.

[icmpcode] The ICMP sub-protocol code. Valid if the protocol is ICMP and sub-protocol is
not echo, destination unreachable or redirect.

Connection
Additional information about a connection. Certain parameters may or may not be included, depend-
ing on the type and status of the connection. For example, the number of bytes sent by the originator
and terminator is only included if the connection is closed.

conn The status of the connection. Possible values:open, close, closingandunknown.

connipproto The IP protocol used in this connection.

connrecvif The name of the receive interface.

connsrcip The source IP address.

[connsrcport] The source port. Valid if the protocol is TCP or UDP.

[connsrcidt] The source ID. Valid if the protocol is not TCP or UDP.

conndestif The name of the destination interface.

conndestip The destination IP address.

[conndestport] The destination port. Valid if the protocol is TCP or UDP.

[conndestidt] The destination ID. Valid if the protocol is not TCP or UDP.

[origsent] The number of bytes sent by the originator in this connection. Valid if the con-
nection is closing or closed.

[connsrcip] The number of bytes sent by the terminator in this connection. Valid if the con-
nection is closing or closed.

Connection Chapter 1. Introduction
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Deep Inspection
Specifies the name and a description of the signature that triggered this event.

Dropped Fragments
Specifies detailed information about dropped fragments in a packet.

Rule Name
Specifies the name of the rule that was used when this event was triggered.

rule The name of the rule.

Rule Information
Additional information about the rule that was used when this event was triggered. Certain paramet-
ers may or may not be included, depending on the type of the rule. For example, the name of an au-
thenticated user is only included if this rule contains network objects that has user authentication in-
formation in them.

rule The name of the rule.

[satsrcrule] The name of the SAT source rule. Valid if the rule action is SAT.

[satdestrule] The name of the SAT destination rule. Valid if the rule action is SAT.

[srcusername] The name of the authenticated user in the source network object. Valid if the
source network object has user authentication information.

[destusername] The name of the authenticated user in the destination network object. Valid if the
destination network object has user authentication information.

User Authentication
Additional information about a user authentication event.

authrule The name of the user authentication rule.

authagent The name of the user authentication agent.

authevent The user authentication event that occurred. Possible values:login, logout,
timedout, disallowed_login, accountingandunknown.

username The name of the user that triggered this event.

srcip The source IP address of the user that triggered this event.

OSPF
Additional information about OSPF.

logsection The OSPF section Possible values:packet, hello, ddesc, exchange, lsa, spf, route
andunknown.

Dropped Fragments Chapter 1. Introduction
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loglevel The log level value.

OSPF LSA
Additional information about OSPF LSA.

lsatype The LSA type Possible values:Router, network, IP summary, ASBR summary
andAS external.

lsaid The LSA identifier.

lsaadvrtr The originating router for the LSA.

Dynamic Route
Additional information about events regarding a dynamic route.

event The dynamic routing event that occurred. Possible values:add, remove, modify,
export, unexportandunknown.

from Originating router process.

to Destination router process.

Route
Additional information about a route.

route Route network.

routeiface Route destination interface.

routegw Route gateway.

routemetric Route metric (cost).

OSPF LSA Chapter 1. Introduction
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1.3. Statistics (usage)
The Amaranten Security Gateway periodically sends information about open connections and net-
work load to its log recipients. This is sent once every hour per default.

The category for these log messages isUSAGE, the severity level isNOTICE, and the log message
string isusage. The log message looks like this in Syslog format:

conns Number of active connections.

if<number> The interface name, wherenumberis incremented for each interface.

ip<number> The IP address of the interface, wherenumberis incremented for each interface.

tp<number> Throughput of the interface (in Mbps - megabits per second), wherenumberis in-
cremented for each interface.

Note
This log messages can not be customized.

1.3. Statistics (usage) Chapter 1. Introduction
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1.4. Severity levels
An event has a default severity level, based on how serious the event is. The following eight severity
levels are available, as defined by the Syslog protocol:

0 Emergency Emergency conditions, which most likely led to the system being unusable.

1 Alert Alert conditions, which affected the functionality of the unit. Needs atten-
tion immediately.

2 Critical Critical conditions, which affected the functionality of the unit. Action
should be taken as soon as possible.

3 Error Error conditions, which probably affected the functionality of the unit.

4 Warning Warning conditions, which could affect the functionality of the unit.

5 Notice Normal, but significant, conditions.

6 Informational Informational conditions.

7 Debug Debug level events.

Note
The Administrator can change the severity level of a specific event if the default level
is either too high or too low.

1.4. Severity levels Chapter 1. Introduction
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Chapter 2. Log Message Reference
• ALG, page 11

• ARP, page 40

• BLACKLIST, page 46

• BUFFERS, page 47

• CONN, page 48

• DHCP, page 54

• DHCPRELAY, page 60

• DHCPSERVER, page 71

• DYNROUTING, page 80

• FRAG, page 83

• GRE, page 95

• HA, page 98

• HWM, page 107

• IDS, page 112

• IDSUPDATE, page 119

• IFACEMON, page 121

• IGMP, page 123

• IPPOOL, page 133

• IPSEC, page 139

• IP_ERROR, page 192

• IP_FLAG, page 194

• IP_OPT, page 196

• IP_PROTO, page 203

• L2TP, page 213

• NETCON, page 220

• OSPF, page 232

• PPP, page 256

• PPTP, page 264

• REASSEMBLY, page 274

• RFO, page 278

• RULE, page 284
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• SLB, page 289

• SMTPLOG, page 290

• SNMP, page 294

• SSHD, page 295

• SYSTEM, page 302

• TCP_FLAG, page 310

• TCP_OPT, page 315

• TIMESYNC, page 321

• TRANSPARENCY, page 323

• USERAUTH, page 326

The log messages presented here are sorted by their category, then their severity level, and finally by
their ID number.

2.1. ALG
These log messages refer to theALG (Events from Application Layer Gateways) category.

2.1.1. illegal_ip_address (ID: 00200216)

Default Severity CRITICAL

Log Message FTPALG: Illegal PORT command from <peer>, bad IP address
<ip4addr>. String=<string>. Rejecting command

Explanation An illegal "PORT" command was received from the client. It requests
that the server should connect to another IP that it's own. This is not al-
lowed, and the command will be rejected.

Gateway Action rejecting_command

Recommended Action The FTP client could be compromised, and should not be trusted.

Revision 1

Parameters peer
ip4addr
string

Context Parameters ALG Module Name
ALG Session ID
Connection

2.1.2. illegal_port_number (ID: 00200217)

Default Severity CRITICAL

2.1. ALG Chapter 2. Log Message Reference
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Log Message FTPALG: Illegal PORT command from <peer>, port <port> not al-
lowed. String=<string>. Rejecting command

Explanation An illegal "PORT" command was received from the client. It requests
that the server should connect to a port which is out of range. This is
not allowed, and the command will be rejected.

Gateway Action rejecting_command

Recommended Action The FTP client could be compromised, and should not be trusted.

Revision 1

Parameters peer
port
string

Context Parameters ALG Module Name
ALG Session ID
Connection

2.1.3. bad_port (ID: 00200233)

Default Severity CRITICAL

Log Message FTPALG: Bad port <port> from <peer>, should be within the range
(<range>). String=<string>. Closing connection.

Explanation An illegal "PORT" command was received from the server. It requests
that the client should connect to a port which is out of range. This is
not allowed, and the connection will be closed.

Gateway Action close

Recommended Action The FTP server could be compromised, and should not be trusted.

Revision 1

Parameters peer
port
range
string

Context Parameters ALG Module Name
ALG Session ID
Connection

2.1.4. bad_ip (ID: 00200234)

Default Severity CRITICAL

Log Message FTPALG: Invalid IP <ip4addr>, Server IP is <ip4addr_server>.
String=<string>. Closing connection.

Explanation The FTP Server requests that the client should connect to another IP
that it's own. This is not allowed, and the connection will be closed.

2.1.3. bad_port (ID: 00200233) Chapter 2. Log Message Reference
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Gateway Action close

Recommended Action The FTP server could be compromised, and should not be trusted.

Revision 1

Parameters peer
ip4addr
ip4addr_server
string

Context Parameters ALG Module Name
ALG Session ID
Connection

2.1.5. max_line_length_exceeded (ID: 00200003)

Default Severity ERROR

Log Message Maximum line length <max> exceeded, got <len> characters. Closing
connection

Explanation The maximum length of an entered line was exceeded, and the connec-
tion will be closed.

Gateway Action close

Recommended Action If the maximum line length is configued too low, increase it.

Revision 1

Parameters len
max

Context Parameters ALG Module Name
ALG Session ID

2.1.6. invalid_url_format (ID: 00200101)

Default Severity ERROR

Log Message HTTPALG: Failed to parse the URL requested by the client: <reason>.
ALG name: <algname>.

Explanation The unit failed parsing the requested URL. The reason for this is pro-
blaby because the requested URL has an invalid format, or it contains
invalid UTF8 formatted characters.

Gateway Action close

Recommended Action Make sure that the requested URL is formatted correctly.

Revision 1

Parameters reason
algname

2.1.5. max_line_length_exceeded (ID:
00200003)

Chapter 2. Log Message Reference
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Context Parameters ALG Module Name
ALG Session ID

2.1.7. compressed_data_received (ID: 00200109)

Default Severity ERROR

Log Message HTTPALG: Compressed data was received from the server, although
uncompressed was requested. Closing connection. ALG name:
<algname>.

Explanation The unit requested that no compressed data should be used, but the
server ignored this and sent compressed data anyway. As content pro-
cessing will not work if the data is compressed, the connection will be
closed.

Gateway Action close

Recommended Action Research the source of this, and try to find out why the server is send-
ing compressed data.

Revision 1

Parameters algname

Context Parameters ALG Module Name
ALG Session ID

2.1.8. failure_connect_http_server (ID: 00200112)

Default Severity ERROR

Log Message HTTPALG: Failed to connect to the HTTP Server. Closing connec-
tion. ALG name: <algname>.

Explanation The unit failed to connect to the HTTP Server, resulting in that the
ALG session could not be successfully opened.

Gateway Action close

Recommended Action Verify that there is a listening HTTP Server on the specified address.

Revision 1

Parameters algname

Context Parameters ALG Module Name
ALG Session ID

2.1.9. illegal_data_direction (ID: 00200202)

Default Severity ERROR

2.1.7. compressed_data_received (ID:
00200109)

Chapter 2. Log Message Reference
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Log Message FTPALG: TCP data from <peer> not allowed in this direction. Closing
connection

Explanation TCP Data was sent in an invalid direction, and the connection will be
closed.

Gateway Action close

Recommended Action None.

Revision 1

Parameters peer

Context Parameters ALG Module Name
ALG Session ID
Rule Information
Connection

2.1.10. failed_to_create_connection1 (ID: 00200218)

Default Severity ERROR

Log Message FTPALG: Failed to create connection(1). Connection: <connection>.
String=<string>

Explanation An error occured when creating a data connection from the server to
client. This could possibly be a result of lack of memory.

Gateway Action None

Recommended Action None.

Revision 1

Parameters peer
connection
string

Context Parameters ALG Module Name
ALG Session ID
Connection

2.1.11. failed_to_create_connection2 (ID: 00200235)

Default Severity ERROR

Log Message FTPALG: Failed to create connection(2) Peer=<peer> Connec-
tion=<connection>. String=<string>.

Explanation An error occured when creating a data connection from the client to
server. This could possibly be a result of lack of memory.

Gateway Action None

Recommended Action None.

2.1.10. failed_to_create_connection1
(ID: 00200218)

Chapter 2. Log Message Reference
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Revision 1

Parameters peer
connection
string

Context Parameters ALG Module Name
ALG Session ID
Connection

2.1.12. failed_to_create_server_data_connection (ID:
00200236)

Default Severity ERROR

Log Message FTPALG: Failed to create server data connection. Peer=<peer> Con-
nection=<connection>

Explanation An error occured when creating server data connection.

Gateway Action None

Recommended Action None.

Revision 1

Parameters peer
connection

Context Parameters ALG Module Name
ALG Session ID
Connection

2.1.13. failed_to_register_rawconn (ID: 00200238)

Default Severity ERROR

Log Message FTPALG: Internal Error - failed to register eventhandler. Closing con-
nection

Explanation An internal error occured when registering an eventhandler, and the
connection will be closed.

Gateway Action close

Recommended Action Contact the support.

Revision 1

Context Parameters ALG Module Name

2.1.14. failed_to_merge_conns (ID: 00200239)

2.1.12. failed_to_create_server_data_c
onnection (ID: 00200236)

Chapter 2. Log Message Reference
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Default Severity ERROR

Log Message FTPALG: Internal Error - failed to merge conns. Closing connection

Explanation An internal error occured when two connections were being merged
into one, and the connection will be closed.

Gateway Action close

Recommended Action Contact the support.

Revision 1

Context Parameters ALG Module Name

2.1.15. failed_create_new_session (ID: 00200242)

Default Severity ERROR

Log Message FTPALG: Failed to create new FTPALG session (out of memory)

Explanation An attempt to create a new FTPALG session failed, because the unit is
out of memory.

Gateway Action close

Recommended Action Decrease the maximum allowed FTPALG sessions, or try to free some
of the RAM used.

Revision 1

Context Parameters ALG Module Name

2.1.16. failure_connect_ftp_server (ID: 00200243)

Default Severity ERROR

Log Message FTPALG: Failed to connect to the FTP Server. Closing connection

Explanation The unit failed to connect to the FTP Server, resulting in that the ALG
session could not be successfully opened.

Gateway Action close

Recommended Action Verify that there is a listening FTP Server on the specified address.

Revision 1

Context Parameters ALG Module Name
ALG Session ID

2.1.17. failure_connect_h323_server (ID: 00200316)

Default Severity ERROR

2.1.15. failed_create_new_session (ID:
00200242)

Chapter 2. Log Message Reference
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Log Message H323ALG: Failed to connect to the H.323 Server. Closing connection

Explanation The unit failed to connect to the H.323 Server, resulting in that the
ALG session could not open successfully.

Gateway Action close

Recommended Action Verify that there is a listening H.323 Server on the specified address.

Revision 1

Context Parameters ALG Module Name
ALG Session ID

2.1.18. invalid_client_http_header_received (ID:
00200100)

Default Severity WARNING

Log Message HTTPALG: Invalid HTTP header was received from the client. Clos-
ing Connection. ALG name: <algname>.

Explanation An invalid HTTP header was received from the client.

Gateway Action close

Recommended Action Research the source of this and try to find out why the client is sending
an invalid header.

Revision 1

Parameters algname

Context Parameters ALG Module Name
ALG Session ID

2.1.19. unknown_client_data_received (ID: 00200105)

Default Severity WARNING

Log Message HTTPALG: Invalid client request - unexpected data received after the
the client request header. Closing connection. ALG name: <algname>.

Explanation Data was received after the client request header, although the header
specified that no such data should be sent.

Gateway Action closing_connecion

Recommended Action Research the source of this, and try to find out why the client is send-
ing an invalid request.

Revision 1

Parameters algname

Context Parameters ALG Module Name

2.1.18. invalid_client_http_header_rec
eived (ID: 00200100)

Chapter 2. Log Message Reference
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ALG Session ID

2.1.20. suspicious_data_received (ID: 00200106)

Default Severity WARNING

Log Message HTTPALG: Too much suspicious data has been received from the
server. Closing the connection. ALG name: <algname>.

Explanation The unit is configured to do content blocking, but the data from the
server contains too much suspicious data. The unit can not properly
determin if this data is a valid or if it should be blocked.

Gateway Action closing_connecion

Recommended Action Research the source of this, and try to find out why the server is send-
ing such large amounts of suspicious data.

Revision 1

Parameters algname

Context Parameters ALG Module Name
ALG Session ID

2.1.21. invalid_chunked_encoding (ID: 00200107)

Default Severity WARNING

Log Message HTTPALG: The server sent invalid chunked encoding. Closing con-
nection. ALG name: <algname>.

Explanation The data received from the server was sent in chunked mode, but it
was not properly formatted.

Gateway Action closing_connecion

Recommended Action Research the source of this, and try to find out why the server is send-
ing invalid formatted chunked data.

Revision 1

Parameters algname

Context Parameters ALG Module Name
ALG Session ID

2.1.22. invalid_server_http_header_received (ID:
00200108)

Default Severity WARNING

Log Message HTTPALG: An invalid HTTP header was received from the server.

2.1.20. suspicious_data_received (ID:
00200106)

Chapter 2. Log Message Reference
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Closing connection. ALG name: <algname>.

Explanation An invalid HTTP header was received from the server.

Gateway Action closing_connecion

Recommended Action Research the source of this and try to find out why the server is send-
ing an invalid header.

Revision 1

Parameters algname

Context Parameters ALG Module Name
ALG Session ID

2.1.23. max_http_sessions_reached (ID: 00200110)

Default Severity WARNING

Log Message HTTPALG: Maximum number of HTTP sessions (<max_sessions>)
for service reached. Closing connection

Explanation The maximum number of concurrent HTTP sessions has been reached
for this service. No more sessions can be opened before old sessions
have been released.

Gateway Action close

Recommended Action If the maximum number of HTTP sessions is too low, increase it.

Revision 1

Parameters max_sessions

Context Parameters ALG Module Name

2.1.24. failed_create_new_session (ID: 00200111)

Default Severity WARNING

Log Message HTTPALG: Failed to create new HTTPALG session (out of memory)

Explanation An attempt to create a new HTTPALG session failed, because the unit
is out of memory.

Gateway Action close

Recommended Action Decrease the maximum allowed HTTPALG sessions, or try to free
some of the RAM used.

Revision 1

Context Parameters ALG Module Name

2.1.23. max_http_sessions_reached
(ID: 00200110)

Chapter 2. Log Message Reference
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2.1.25. content_filtering_disabled (ID: 00200115)

Default Severity WARNING

Log Message HTTPALG: Web Content Filtering disabled

Explanation Web Content Filtering has been disabled due to license restriction.

Gateway Action none

Recommended Action Extend valid time for Content Filtering.

Revision 1

Context Parameters ALG Module Name

2.1.26. restricted_site_notice (ID: 00200132)

Default Severity WARNING

Log Message HTTPALG: User requests the forbidden URL <url>, eventhough Re-
stricted Site Notice was applied. Host requesting URL: <host>. ALG
name: <algname>.

Explanation The URL has been requested and the categories are forbidden. Restric-
ted Site Notice was applied.

Gateway Action allow

Recommended Action Disable the RESTRICTED_SITE_NOTICE mode of parameter CAT-
EGORIES for this ALG.

Revision 1

Parameters url
host
algname

Context Parameters ALG Module Name
ALG Session ID

2.1.27. url_reclassification_request (ID: 00200133)

Default Severity WARNING

Log Message HTTPALG: Reclassification request for URL <url>. Host requesting
the URL reclassification: <host>. New Category <newcat>. ALG
name: <algname>.

Explanation The user has requested a category reclassification for the URL.

Gateway Action allow

Recommended Action Disable the ALLOW_RECLASSIFICATION mode of parameter
CATEGORIES for this ALG.

2.1.26. restricted_site_notice (ID:
00200132)
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Revision 1

Parameters url
host
newcat
algname

Context Parameters ALG Module Name
ALG Session ID

2.1.28. illegal_chars (ID: 00200210)

Default Severity WARNING

Log Message FTPALG: 8 bit characters in control channel from <peer> not allowed.
Closing connection

Explanation 8 bit characters were discovered in the control channel. This is not al-
lowed according to the FTPALG configuration, and the connection
will be closed.

Gateway Action close

Recommended Action If 8 bit characters should be allowed, modify the FTPALG configura-
tion.

Revision 1

Parameters peer

Context Parameters ALG Module Name
ALG Session ID
Connection

2.1.29. control_chars (ID: 00200211)

Default Severity WARNING

Log Message FTPALG: Unexpected telnet control chars in control channel from
<peer>. Closing connection

Explanation Unexpected telnet control characters were discovered in the control
channel. This is not allowed according to the FTPALG configuration,
and the connection will be closed.

Gateway Action close

Recommended Action If unknown commands should be allowed, modify the FTPALG con-
figuration.

Revision 1

Parameters peer

Context Parameters ALG Module Name
ALG Session ID
Connection
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2.1.30. illegal_command (ID: 00200212)

Default Severity WARNING

Log Message FTPALG: Failed to parse command from <peer> as a FTP command.
String=<string>. Closing connection

Explanation An invalid command was received on the control channel. This is not
allowed, and the connection will be closed.

Gateway Action close

Recommended Action If unknown commands should be allowed, modify the FTPALG con-
figuration.

Revision 1

Parameters peer
string

Context Parameters ALG Module Name
ALG Session ID
Connection

2.1.31. illegal_command (ID: 00200213)

Default Severity WARNING

Log Message FTPALG: Failed to parse command from <peer> as a FTP command.
String=<string>. Rejecting command

Explanation An invalid command was received on the control channel. This is al-
lowed, but the command will be rejected as it is not understood.

Gateway Action rejecting_command

Recommended Action If unknown commands should not be allowed, modify the FTPALG
configuration.

Revision 1

Parameters peer
string

Context Parameters ALG Module Name
ALG Session ID
Connection

2.1.32. port_command_disabled (ID: 00200214)

Default Severity WARNING

Log Message FTPALG: PORT command not allowed from <peer>. Rejecting com-
mand

2.1.30. illegal_command (ID:
00200212)
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Explanation The client tried to issue a "PORT" command, which is not valid since
the client is not allowed to do active FTP. The command will be rejec-
ted.

Gateway Action rejecting_command

Recommended Action If the client should be allowed to do active FTP, modify the FTPALG
configuration.

Revision 1

Parameters peer

Context Parameters ALG Module Name
ALG Session ID
Connection

2.1.33. illegal_command (ID: 00200215)

Default Severity WARNING

Log Message FTPALG: Failed to parse PORT parameters from <peer>.
String=<string>. Closing connection

Explanation Invalid parameters to the "PORT" command were received. The con-
nection will be closed.

Gateway Action close

Recommended Action None.

Revision 1

Parameters peer
string

Context Parameters ALG Module Name
ALG Session ID
Connection

2.1.34. illegal_command (ID: 00200219)

Default Severity WARNING

Log Message FTPALG: SITE EXEC from <peer> not allowed, rejecting command

Explanation The client tried to issue a "SITE EXEC" command, which is not valid
since the client is not allowed to do this. The command will be rejec-
ted.

Gateway Action rejecting_command

Recommended Action If the client should be allowed to do issue "SITE EXEC" commands,
modify the FTPALG configuration.

Revision 1

2.1.33. illegal_command (ID:
00200215)

Chapter 2. Log Message Reference

24



Parameters peer

Context Parameters ALG Module Name
ALG Session ID
Connection

2.1.35. illegal_direction1 (ID: 00200220)

Default Severity WARNING

Log Message FTPALG: Illegal direction for command(1), peer=<peer>. Closing
connection.

Explanation A command was sent in an invalid direction, and the connection will
be closed.

Gateway Action close

Recommended Action None.

Revision 1

Parameters peer

Context Parameters ALG Module Name
ALG Session ID
Connection

2.1.36. illegal_direction2 (ID: 00200221)

Default Severity WARNING

Log Message FTPALG: Illegal direction for command(2), peer=<peer>. Closing
connection.

Explanation A command was sent in an invalid direction, and the connection will
be closed.

Gateway Action close

Recommended Action None.

Revision 1

Parameters peer

Context Parameters ALG Module Name
ALG Session ID
Connection

2.1.37. illegal_option (ID: 00200222)

Default Severity WARNING

2.1.35. illegal_direction1 (ID:
00200220)
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Log Message FTPALG: Invalid OPTS argument from <peer>. String=<string>. Re-
jecting command.

Explanation An invalid OPTS argument was received. The argument does not start
with an alphabetic letter, and the command will be rejected.

Gateway Action rejecting_command

Recommended Action None.

Revision 1

Parameters peer
string

Context Parameters ALG Module Name
ALG Session ID
Connection

2.1.38. illegal_option (ID: 00200223)

Default Severity WARNING

Log Message FTPALG: Disallowed OPTS argument from <peer>. String:<string>.
Rejecting command.

Explanation A disallowed OPTS argument was received, and the command will be
rejected.

Gateway Action rejecting_command

Recommended Action None.

Revision 1

Parameters peer
string

Context Parameters ALG Module Name
ALG Session ID
Connection

2.1.39. unknown_option (ID: 00200224)

Default Severity WARNING

Log Message FTPALG: Unknown OPTS argument from <peer>. String=<string>.
Rejecting command.

Explanation An unknown OPTS argument was received, and the command will be
rejected.

Gateway Action rejecting_command

Recommended Action If unknown commands should be allowed, modify the FTPALG con-
figuration.
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Revision 1

Parameters peer
string

Context Parameters ALG Module Name
ALG Session ID
Connection

2.1.40. illegal_command (ID: 00200225)

Default Severity WARNING

Log Message FTPALG: Illegal command from <peer>. String=<string>. Rejecting
command.

Explanation An illegal command was received, and the command will be rejected.

Gateway Action rejecting_command

Recommended Action None.

Revision 1

Parameters peer
string

Context Parameters ALG Module Name
ALG Session ID
Connection

2.1.41. unknown_command (ID: 00200226)

Default Severity WARNING

Log Message FTPALG: Unknown command from <peer>. String=<string>. Reject-
ing command.

Explanation An unknown command was received, and the command will be rejec-
ted.

Gateway Action rejecting_command

Recommended Action If unknown commands should be allowed, modify the FTPALG con-
figuration.

Revision 1

Parameters peer
string

Context Parameters ALG Module Name
ALG Session ID
Connection

2.1.40. illegal_command (ID:
00200225)
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2.1.42. illegal_reply (ID: 00200228)

Default Severity WARNING

Log Message FTPALG: Illegal numerical reply (<reply>) from <peer>.
String=<string>. Closing connection.

Explanation An illegal numerical reply was received from server, and the connec-
tion will be closed.

Gateway Action close

Recommended Action None.

Revision 1

Parameters peer
reply
string

Context Parameters ALG Module Name
ALG Session ID
Connection

2.1.43. illegal_reply (ID: 00200230)

Default Severity WARNING

Log Message FTPALG: Illegal multiline response (<reply>) from <peer>.
String=<string>. Closing connection.

Explanation An illegal multiline response was received from server, and the con-
nection will be closed.

Gateway Action close

Recommended Action None.

Revision 1

Parameters peer
reply
string

Context Parameters ALG Module Name
ALG Session ID
Connection

2.1.44. illegal_reply (ID: 00200231)

Default Severity WARNING

Log Message FTPALG: Unsolicted 227 (passive mode) response from <peer>.
String=<string>. Closing connection.
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Explanation An illegal response was received from the server, and the connection is
closed.

Gateway Action close

Recommended Action None.

Revision 1

Parameters peer
string

Context Parameters ALG Module Name
ALG Session ID
Connection

2.1.45. illegal_reply (ID: 00200232)

Default Severity WARNING

Log Message FTPALG: Reply 229 (extended passive mode) from <peer> is not al-
lowed. String=<string>. Closing connection.

Explanation An illegal response was received from the server, and the connection is
closed.

Gateway Action close

Recommended Action None.

Revision 1

Parameters peer
string

Context Parameters ALG Module Name
ALG Session ID
Connection

2.1.46. failed_to_send_port (ID: 00200237)

Default Severity WARNING

Log Message FTPALG: Failed to send port. Peer=<peer>

Explanation An error occured when trying to send the "PORT" command to the
server.

Gateway Action None

Recommended Action None.

Revision 1

Parameters peer

Context Parameters ALG Module Name
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ALG Session ID
Connection

2.1.47. max_ftp_sessions_reached (ID: 00200241)

Default Severity WARNING

Log Message FTPALG: Maximum number of FTP sessions (<max_sessions>) for
service reached. Closing connection

Explanation The maximum number of concurrent FTP sessions has been reached
for this service. No more sessions can be opened before old sessions
have been released.

Gateway Action close

Recommended Action If the maximum number of FTP sessions is too low, increase it.

Revision 1

Parameters max_sessions

Context Parameters ALG Module Name

2.1.48. unknown_state (ID: 00200300)

Default Severity WARNING

Log Message H323ALG: H.225 parser is in unknown state

Explanation The H.225 parser failed to parse the H.225 message. The ALG session
will be closed.

Gateway Action None

Recommended Action None.

Revision 1

Parameters peer
state

Context Parameters ALG Module Name
ALG Session ID
Connection

2.1.49. invalid_message (ID: 00200301)

Default Severity WARNING

Log Message H323ALG: An invalid message was received from peer

Explanation An invalid message was received from the peer. The ALG session will

2.1.47. max_ftp_sessions_reached
(ID: 00200241)
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be closed.

Gateway Action None

Recommended Action None.

Revision 1

Parameters peer
message
state

Context Parameters ALG Module Name
ALG Session ID
Connection

2.1.50. decode_failed (ID: 00200302)

Default Severity WARNING

Log Message H323ALG: Decoding of message from peer failed. Closing session

Explanation The H.225 parser failed to decode the H.225 message. The ALG ses-
sion will be closed.

Gateway Action close

Recommended Action None.

Revision 1

Parameters peer
message_type

Context Parameters ALG Module Name
ALG Session ID
Connection

2.1.51. encode_failed (ID: 00200303)

Default Severity WARNING

Log Message H323ALG: Encoding of message from peer failed. Closing session

Explanation The ASN.1 encoder failed to encode the message. The ALG session
will be closed.

Gateway Action close

Recommended Action None.

Revision 1

Parameters peer
message_type

Context Parameters ALG Module Name
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ALG Session ID
Connection

2.1.52. encode_failed (ID: 00200304)

Default Severity WARNING

Log Message H323ALG: Failed before encoding message from peer. Closing ses-
sion

Explanation The ASN.1 encoder failed to allocate memory used for encoding of the
message. The ALG session will be closed.

Gateway Action close

Recommended Action None.

Revision 1

Parameters peer
message_type

Context Parameters ALG Module Name
ALG Session ID
Connection

2.1.53. encode_failed (ID: 00200305)

Default Severity WARNING

Log Message H323ALG: Failed after encoding message from peer. Closing session

Explanation The ASN.1 encoder failed to encode the message properly. The ALG
session will be closed.

Gateway Action close

Recommended Action None.

Revision 1

Parameters peer
message_type

Context Parameters ALG Module Name
ALG Session ID
Connection

2.1.54. decode_failed (ID: 00200306)

Default Severity WARNING

Log Message H323ALG: Failed before encoding H.245 message. Closing connec-
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tion

Explanation The H.245 encoder failed to allocate memory used for encoding of the
message. The ALG session will be closed.

Gateway Action close

Recommended Action None.

Revision 1

Parameters peer

Context Parameters ALG Module Name
ALG Session ID
Connection

2.1.55. encode_failed (ID: 00200307)

Default Severity WARNING

Log Message H323ALG: Failed after encoding H.245 message. Closing connection

Explanation The H.245 encoder failed to encode the message. The ALG session
will be closed.

Gateway Action close

Recommended Action None.

Revision 1

Parameters peer

Context Parameters ALG Module Name
ALG Session ID
Connection

2.1.56. max_tcp_data_connections_exceeded (ID:
00200308)

Default Severity WARNING

Log Message H323ALG: Maximum number of TCP data channels exceeded

Explanation The maximum number of concurrent TCP data channels has been
reached for this session.

Gateway Action None

Recommended Action If the maximum number of TCP data channels per session is too low,
increase it.

Revision 1

Parameters max_channels
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Context Parameters ALG Module Name
ALG Session ID
Connection

2.1.57. max_connections_per_call_exceeded (ID:
00200309)

Default Severity WARNING

Log Message H323ALG: No more connections allowed for this call

Explanation The maximum number of concurrent logical channels (calls) has been
reached for this session.

Gateway Action None

Recommended Action If the maximum number of concurrent logical channels (calls) per ses-
sion is too low, increase it.

Revision 1

Parameters max_connections

Context Parameters ALG Module Name
ALG Session ID
Connection

2.1.58. ignoring_channel (ID: 00200310)

Default Severity WARNING

Log Message H323ALG: Ignoring mediaChannel info in openLogicalChannel

Explanation Media channel information in the openLogicalChannel message is not
handled.

Gateway Action None

Recommended Action None.

Revision 1

Parameters peer

Context Parameters ALG Module Name
ALG Session ID
Connection

2.1.59. com_mode_response_message_not_translated
(ID: 00200311)

Default Severity WARNING

2.1.57. max_connections_per_call_ex
ceeded (ID: 00200309)
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Log Message H323ALG: CommunicationModeResponse not translated.

Explanation The H.245 Communication Mode Response message is not translated.

Gateway Action None

Recommended Action None.

Revision 2

Parameters peer

Context Parameters ALG Module Name
ALG Session ID
Connection

2.1.60. max_h323_session_reached (ID: 00200312)

Default Severity WARNING

Log Message H323ALG: Maximum number of H.323 sessions (<max_sessions>)
for service reached. Closing connection.

Explanation The maximum number of concurrent H.323 sessions has been reached
for this service. No more sessions can be opened before old sessions
have been released.

Gateway Action close

Recommended Action If the maximum number of H.323 session is too low, increase it.

Revision 1

Parameters max_sessions

Context Parameters ALG Module Name

2.1.61. failed_create_new_session (ID: 00200313)

Default Severity WARNING

Log Message H323ALG: Failed to create new H.323 session (out of memory)

Explanation Could not create a new H.323 session due to lack of memory. No more
sessions can be created unless the system increases the amount of free
memory.

Gateway Action close

Recommended Action None.

Revision 1

Context Parameters ALG Module Name

2.1.60. max_h323_session_reached
(ID: 00200312)
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2.1.62. max_h323_gk_sessions_reached (ID:
00200314)

Default Severity WARNING

Log Message H323ALG: Maximum number of H.323 gatekeeper sessions for ser-
vice reached

Explanation The maximum number of concurrent H.323 gatekeeper sessions has
been reached for this service. Connection will be closed.

Gateway Action close

Recommended Action If the maximum number of concurrent H.323 gatekeeper sessions is
too low, increase it.

Revision 1

Parameters max_sessions

Context Parameters ALG Module Name

2.1.63. failed_create_new_session (ID: 00200315)

Default Severity WARNING

Log Message H323ALG: Failed to create new gatekeeper session (out of memory)

Explanation Could not create a new H.323 gatekeeper session due to lack of
memory. No more sessions can be created unless the system increases
the amount of free memory.

Gateway Action close

Recommended Action None.

Revision 1

Context Parameters ALG Module Name

2.1.64. com_mode_command_message_not_translate
d (ID: 00200317)

Default Severity WARNING

Log Message H323ALG: CommunicationModeCommand not translated.

Explanation The H.245 Communication Mode Command message is not translated.

Gateway Action None

Recommended Action None.

Revision 1

2.1.63. failed_create_new_session (ID:
00200315)
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Parameters peer

Context Parameters ALG Module Name
ALG Session ID
Connection

2.1.65. request_url (ID: 00200125)

Default Severity NOTICE

Log Message HTTPALG: Requesting URL <url>. Categories: <categories>. Host
requesting URL: <host>. Audit: <audit>. Override: <override>. ALG
name: <algname>.

Explanation The URL has been requested.

Gateway Action allow

Recommended Action None.

Revision 1

Parameters url
categories
host
audit
override
algname

Context Parameters ALG Module Name
ALG Session ID

2.1.66. request_url (ID: 00200126)

Default Severity NOTICE

Log Message HTTPALG: Requesting URL <url>. Categories: <categories>. Host
requesting URL: <host>. Audit: <audit>. Override: <override>. ALG
name: <algname>.

Explanation The URL has been requested.

Gateway Action block

Recommended Action None.

Revision 1

Parameters url
categories
host
audit
override
algname

Context Parameters ALG Module Name
ALG Session ID
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2.1.67. alg_session_open (ID: 00200001)

Default Severity INFORMATIONAL

Log Message ALG session opened

Explanation A new ALG session has been opened.

Gateway Action None

Recommended Action None.

Revision 1

Context Parameters ALG Module Name
ALG Session ID
Connection

2.1.68. alg_session_closed (ID: 00200002)

Default Severity INFORMATIONAL

Log Message ALG session closed

Explanation An ALG session has been closed.

Gateway Action None

Recommended Action None.

Revision 1

Context Parameters ALG Module Name
ALG Session ID

2.1.69. hybrid_data (ID: 00200205)

Default Severity INFORMATIONAL

Log Message FTPALG: Hybrid data channel closed

Explanation A hybrid data channel was closed.

Gateway Action None

Recommended Action None.

Revision 1

Context Parameters ALG Module Name
ALG Session ID
Rule Information
Connection

2.1.67. alg_session_open (ID:
00200001)
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2.1.70. hybrid_data (ID: 00200206)

Default Severity INFORMATIONAL

Log Message FTPALG: Hybrid connection made

Explanation A hybrid connection was successfully created.

Gateway Action None

Recommended Action None.

Revision 1

Context Parameters ALG Module Name
ALG Session ID
Rule Information
Connection

2.1.71. hybrid_data (ID: 00200209)

Default Severity INFORMATIONAL

Log Message FTPALG: Hybrid data channel closed

Explanation A hybrid data channel was closed.

Gateway Action None

Recommended Action None.

Revision 1

Context Parameters ALG Module Name
ALG Session ID
Rule Information
Connection
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2.2. ARP
These log messages refer to theARP (ARP events)category.

2.2.1. invalid_arp_sender_ip_address (ID: 00300049)

Default Severity WARNING

Log Message Failed to verify ARP sender IP address. Dropping

Explanation The ARP sender IP address could not be verfied according to the "ac-
cess" section, and the packet is dropped.

Gateway Action drop

Recommended Action If all ARP sender IP addresses should be accepted without validation,
modify the configuration.

Revision 1

Context Parameters Rule Name
Packet Buffer

2.2.2. arp_response_broadcast_drop (ID: 00300052)

Default Severity WARNING

Log Message ARP response is a broadcast address. Dropping

Explanation The ARP response has a sender address which is a broadcast address.
Dropping packet.

Gateway Action drop

Recommended Action If this is not the desired behaviour, modify the configuration.

Revision 1

Context Parameters Rule Name
Packet Buffer

2.2.3. arp_collides_with_static (ID: 00300054)

Default Severity WARNING

Log Message Known entry is <knowntype> <knownip>=<knownhw>. Dropping

Explanation The hardware sender address does not match the static entry in the
ARP table. Static ARP changes are not allowed. Dropping packet.

Gateway Action drop

Recommended Action If this is not the desired behaviour, modify the configuration.
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Revision 1

Parameters reason
knowntype
knownip
knownhw

Context Parameters Rule Name
Packet Buffer

2.2.4. already_exists (ID: 00300001)

Default Severity NOTICE

Log Message An entry for this IP address already exists

Explanation The entry was not added as a previous entry for this IP address already
exists in the ARP table.

Gateway Action drop

Recommended Action None.

Revision 1

Context Parameters Rule Name
Packet Buffer

2.2.5. no_sender_ip (ID: 00300002)

Default Severity NOTICE

Log Message ARP query sender IP is 0.0.0.0

Explanation The source IP-address of an ARP query is 0.0.0.0. Allowing.

Gateway Action allow

Recommended Action If this is not the desired behaviour, modify the configuration.

Revision 1

Context Parameters Rule Name
Packet Buffer

2.2.6. no_sender_ip (ID: 00300003)

Default Severity NOTICE

Log Message ARP query sender IP is 0.0.0.0. Dropping

Explanation The source IP-address of an ARP query is 0.0.0.0. Dropping packet.

Gateway Action drop
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Recommended Action If this is not the desired behaviour, modify the configuration.

Revision 1

Context Parameters Rule Name
Packet Buffer

2.2.7. arp_response_broadcast (ID: 00300004)

Default Severity NOTICE

Log Message ARP response is a broadcast address

Explanation The ARP response has a sender address which is a broadcast address.
Allowing.

Gateway Action allow

Recommended Action If this is not the desired behaviour, modify the configuration.

Revision 1

Context Parameters Rule Name
Packet Buffer

2.2.8. arp_response_multicast (ID: 00300005)

Default Severity NOTICE

Log Message ARP response is a multicast address

Explanation The ARP response has a sender address which is a multicast address.
This might be the case if there are load balancing network equipment
in the network. Allowing.

Gateway Action allow

Recommended Action If this is not the desired behaviour, modify the configuration.

Revision 1

Context Parameters Rule Name
Packet Buffer

2.2.9. mismatching_hwaddrs (ID: 00300006)

Default Severity NOTICE

Log Message ARP hw sender does not match Ethernet hw sender

Explanation The hardware sender address specified in the ARP data does not match
the Ethernet hardware sender address. Allowing.

Gateway Action allow

2.2.7. arp_response_broadcast (ID:
00300004)
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Recommended Action If this is not the desired behaviour, modify the configuration.

Revision 1

Context Parameters Rule Name
Packet Buffer

2.2.10. mismatching_hwaddrs_drop (ID: 00300007)

Default Severity NOTICE

Log Message ARP hw sender does not match Ethernet hw sender. Dropping

Explanation The hardware sender address specified in the ARP data does not match
the Ethernet hardware sender address. Dropping packet.

Gateway Action drop

Recommended Action If this is not the desired behaviour, modify the configuration.

Revision 1

Context Parameters Rule Name
Packet Buffer

2.2.11. hwaddr_change (ID: 00300008)

Default Severity NOTICE

Log Message <knownip> has a different address <newhw> compared to the known
hardware address <knownhw>. Allow packet for further processing.

Explanation A known dynamic ARP entry has a different hardware address than the
one in the ARP packet. Allowing packet for further processing.

Gateway Action allow_processing

Recommended Action If this is not the desired behaviour, modify the configuration.

Revision 1

Parameters knownip
knownhw
newhw

Context Parameters Rule Name
Packet Buffer

2.2.12. arp_access_allowed_expect (ID: 00300050)

Default Severity NOTICE

Log Message Allowed by expect rule in access section

2.2.10. mismatching_hwaddrs_drop
(ID: 00300007)
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Explanation The ARP sender IP address is verified by an expect rule in the access
section.

Gateway Action access_allow

Recommended Action None.

Revision 1

Context Parameters Rule Name
Packet Buffer

2.2.13. impossible_hw_address (ID: 00300051)

Default Severity NOTICE

Log Message Impossible hardware address 0000:0000:0000 in ARP response. Drop-
ping

Explanation The ARP response has sender hardware address 0000:0000:0000,
which is illegal. Dropping packet.

Gateway Action drop

Recommended Action Verify that no fault network equipment exists.

Revision 1

Context Parameters Rule Name
Packet Buffer

2.2.14. arp_response_multicast_drop (ID: 00300053)

Default Severity NOTICE

Log Message ARP response is a multicast address. Dropping

Explanation The ARP response has a sender address which is a multicast address.
This might be the case if there are load balancing network equipment
in the network. Dropping packet.

Gateway Action drop

Recommended Action If this is not the desired behaviour, modify the configuration.

Revision 1

Context Parameters Rule Name
Packet Buffer

2.2.15. hwaddr_change_drop (ID: 00300055)

Default Severity NOTICE

2.2.13. impossible_hw_address (ID:
00300051)
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Log Message <knownip> has a different address <newhw> compared to the known
hardware address <knownhw>. Dropping packet.

Explanation A known dynamic ARP entry has a different hardware address than the
one in the ARP packet. Dropping packet.

Gateway Action drop

Recommended Action If this is not the desired behaviour, modify the configuration.

Revision 1

Parameters knownip
knownhw
newhw

Context Parameters Rule Name
Packet Buffer

2.2.15. hwaddr_change_drop (ID:
00300055)
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2.3. BLACKLIST
These log messages refer to theBLACKLIST (Blacklist events) category.

2.3.1. failed_to_write_list_of_blocked_hosts_to_media
(ID: 04600001)

Default Severity CRITICAL

Log Message Failed to write list of blocked hosts to media

Explanation Failed to write list of blocked hosts to media. The media might be cor-
rupted.

Gateway Action none

Recommended Action Verify that the media is intact.

Revision 1

2.3.2. unable_to_allocate_static_entry (ID: 04600002)

Default Severity WARNING

Log Message Unable to allocate static entry for <host>

Explanation Unable to allocate static entry. Unit is low on memory.

Gateway Action no_block

Recommended Action Review the configuration in order to free more RAM.

Revision 1

Parameters host

2.3.3. unable_to_allocate_host_entry (ID: 04600003)

Default Severity WARNING

Log Message Unable to allocate dynamic entry for <host>

Explanation Unable to allocate dynamic entry. Unit is low on memory.

Gateway Action no_block

Recommended Action Review the configuration in order to free more RAM.

Revision 1

Parameters host
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2.4. BUFFERS
These log messages refer to theBUFFERS (Events regarding buffer usage)category.

2.4.1. buffers_flooded (ID: 00500001)

Default Severity WARNING

Log Message The buffers were flooded for <duration> seconds. Current usage is
<buf_usage> percent

Explanation The unit was temporarily out of buffers for a period of time. This
could be a result of a period of heavy network traffic load.

Gateway Action None

Recommended Action If this is a reoccuring event, try increasing the number of buffers.

Revision 1

Parameters duration
buf_usage
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2.5. CONN
These log messages refer to theCONN (State engine events, e.g. open/close connections)cat-
egory.

2.5.1. connection_table_full (ID: 00600003)

Default Severity WARNING

Log Message Closing (replacing) this connection; connection table full

Explanation The connection table is currently full, and the unit needs to open a new
connection. This specific connection is closed, and replaced with the
new connection.

Gateway Action replacing_conn

Recommended Action None.

Revision 1

Context Parameters Rule Name
Connection

2.5.2. out_of_connections (ID: 00600010)

Default Severity WARNING

Log Message Out of connections. Rejecting connection attempt

Explanation The connection table is currently full, and this new connection attempt
will be rejected.

Gateway Action reject

Recommended Action None.

Revision 1

Context Parameters Rule Name
Packet Buffer

2.5.3. out_of_connections (ID: 00600011)

Default Severity WARNING

Log Message Out of connections. Dropping connection attempt

Explanation The connection table is currently full, and this new connection attempt
will be dropped.

Gateway Action drop
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Recommended Action None.

Revision 1

Context Parameters Rule Name
Packet Buffer

2.5.4. no_new_conn_for_this_packet (ID: 00600012)

Default Severity WARNING

Log Message State inspector would not open a new connection for this TCP packet,
rejecting

Explanation State inspector would not open a new connection for this TCP packet
since the combination of TCP flags is wrong. Only packets with the
SYN TCP-flag set as the only TCP flag are allowed to open a new
TCP connection.

Gateway Action reject

Recommended Action None.

Revision 1

Parameters protocol

Context Parameters Rule Name
Packet Buffer

2.5.5. no_new_conn_for_this_packet (ID: 00600013)

Default Severity WARNING

Log Message State inspector would not open a new connection for this ICMP pack-
et, dropping packet

Explanation State inspector would not open a new connection for this ICMP packet
since it is not an ICMP Echo Request. Only Echo Requests are allowed
to open a new ICMP connection.

Gateway Action drop

Recommended Action None.

Revision 1

Parameters protocol

Context Parameters Rule Name
Packet Buffer

2.5.6. no_return_route (ID: 00600014)

2.5.4. no_new_conn_for_this_packet
(ID: 00600012)
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Default Severity WARNING

Log Message Failed to open a new connection since a return route to the sender ad-
dress cant be found. Dropping packet

Explanation There was no return route found to the sender address of the packet.
Therefore, a new connection could not be opened and the packet is
dropped.

Gateway Action reject

Recommended Action None.

Revision 1

Context Parameters Rule Name
Connection
Packet Buffer

2.5.7. reverse_connect_attempt (ID: 00600015)

Default Severity WARNING

Log Message Disallowed reverse connect attempt from peer. Dropping

Explanation State inspector does not allow this packet in reverse direction on the
already opened connection. This type of packet is only allowed to be
sent by the originator of a connection. Dropping the packet.

Gateway Action drop

Recommended Action None.

Revision 1

Context Parameters Rule Name
Connection
Packet Buffer

2.5.8. port_0_illegal (ID: 00600020)

Default Severity WARNING

Log Message TCP/UDP destination port or TCP source port was set to 0. Dropping

Explanation The TCP/UDP destination or TCP source port was set to 0, which is
not allowed. Dropping packet.

Gateway Action drop

Recommended Action None.

Revision 1

Context Parameters Rule Name
Packet Buffer

2.5.7. reverse_connect_attempt (ID:
00600015)
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2.5.9. udp_src_port_0_illegal (ID: 00600021)

Default Severity WARNING

Log Message UDP source port is set to 0. Dropping

Explanation The UDP source port was set to 0. This can be used by UDP streams
not expecting return traffic. Dropping packet.

Gateway Action drop

Recommended Action If the packet is wanted, change the UDP source port 0 setting.

Revision 1

Context Parameters Rule Name
Packet Buffer

2.5.10. udp_src_port_0_forwarded (ID: 00600022)

Default Severity WARNING

Log Message UDP source port is set to 0. Forwards packet

Explanation The UDP source port was set to 0. This can be used by UDP streams
not expecting return traffic. Forwarding packet.

Gateway Action none

Recommended Action None.

Revision 1

Context Parameters Rule Name
Packet Buffer

2.5.11. conn_open (ID: 00600001)

Default Severity INFORMATIONAL

Log Message Connection opened

Explanation A connection has been opened.

Gateway Action None

Recommended Action None.

Revision 1

Context Parameters Rule Information
Connection
Packet Buffer

2.5.9. udp_src_port_0_illegal (ID:
00600021)
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2.5.12. conn_close (ID: 00600002)

Default Severity INFORMATIONAL

Log Message Connection closed

Explanation A connection has been closed.

Gateway Action close

Recommended Action None.

Revision 1

Context Parameters Rule Information
Connection

2.5.13. active_data (ID: 00600100)

Default Severity INFORMATIONAL

Log Message FTPALG: Incoming active data channel

Explanation An active data channel connection has been established.

Gateway Action None

Recommended Action None.

Revision 1

Context Parameters ALG Module Name
ALG Session ID
Rule Information
Connection

2.5.14. passive_data (ID: 00600101)

Default Severity INFORMATIONAL

Log Message FTPALG: Incoming passive data channel

Explanation A passive data channel connection has been established.

Gateway Action None

Recommended Action None.

Revision 1

Context Parameters ALG Module Name
ALG Session ID
Rule Information
Connection
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2.5.15. active_data (ID: 00600102)

Default Severity INFORMATIONAL

Log Message FTPALG: Active data channel closed

Explanation An active data channel was closed.

Gateway Action None

Recommended Action None.

Revision 1

Context Parameters ALG Module Name
ALG Session ID
Rule Information
Connection

2.5.16. passive_data (ID: 00600103)

Default Severity INFORMATIONAL

Log Message FTPALG: Passive data channel closed

Explanation A passive data channel was closed.

Gateway Action None

Recommended Action None.

Revision 1

Context Parameters ALG Module Name
ALG Session ID
Rule Information
Connection
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2.6. DHCP
These log messages refer to theDHCP (DHCP client events)category.

2.6.1. lease_changed (ID: 00700002)

Default Severity WARNING

Log Message Some vital parameter(s) in the lease on interface <iface> have
changed, restarting DHCP-process

Explanation The DHCP server have updated some information considered vital.
This will result in the DHCP process being restarted.

Gateway Action restart

Recommended Action None.

Revision 1

Parameters iface

Context Parameters Packet Buffer

2.6.2. invalid_lease_time (ID: 00700007)

Default Severity WARNING

Log Message Interface <iface> received a lease with a leasetime (<lease_time>)
which is lower then the minimum allowed (<minimum_lease_time>)

Explanation An interface received a lease with a leasetime which is lower then the
configured minimum.

Gateway Action drop

Recommended Action Check the DHCP server configuration or adjust the minimum lease-
time limit.

Revision 1

Parameters iface
lease_time
minimum_lease_time

Context Parameters Packet Buffer

2.6.3. invalid_server_id (ID: 00700008)

Default Severity WARNING

Log Message Interface <iface> received a lease with an invalid server ID
(<server_id>)
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Explanation An interface received a lease with an invalid server ID parameter.

Gateway Action drop

Recommended Action Check DHCP server configuration.

Revision 1

Parameters iface
server_id

Context Parameters Packet Buffer

2.6.4. invalid_netmask (ID: 00700009)

Default Severity WARNING

Log Message Interface <iface> received a lease with an invalid netmask
(<netmask>)

Explanation An interface received a lease with an invalid netmask.

Gateway Action drop

Recommended Action Check DHCP server configuration.

Revision 1

Parameters iface
netmask

Context Parameters Packet Buffer

2.6.5. invalid_broadcast (ID: 00700010)

Default Severity WARNING

Log Message Interface <iface> received a lease with an invalid broadcast address
(<broadcast>)

Explanation An interface received a lease with an invalid broadcast address.

Gateway Action drop

Recommended Action Check DHCP server configuration.

Revision 1

Parameters iface
broadcast

Context Parameters Packet Buffer

2.6.6. invalid_offered_ip (ID: 00700011)
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Default Severity WARNING

Log Message Interface <iface> received a lease with an invalid offered IP
(<offered_ip>)

Explanation An interface received a lease with an invalid offered IP address.

Gateway Action drop

Recommended Action Check DHCP server configuration.

Revision 1

Parameters iface
offered_ip

Context Parameters Packet Buffer

2.6.7. invalid_gateway (ID: 00700012)

Default Severity WARNING

Log Message Interface <iface> received a lease with an invalid gateway
(<gateway>)

Explanation An interface received a lease with an invalid gateway address.

Gateway Action drop

Recommended Action Check DHCP server configuration.

Revision 1

Parameters iface
gateway

Context Parameters Packet Buffer

2.6.8. offered_broadcast_equals_gateway (ID:
00700013)

Default Severity WARNING

Log Message Interface <iface> received a lease where the offered broadcast equals
the offered gateway

Explanation An interface received a lease where the offered broadcast address is
equal with the offered gateway address.

Gateway Action drop

Recommended Action Check DHCP server configuration.

Revision 1

Parameters iface
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Context Parameters Packet Buffer

2.6.9. ip_collision (ID: 00700014)

Default Severity WARNING

Log Message Interface <iface> received a lease which if used will cause an IP colli-
sion (DHCP IP: <dhcp_ip> collides with configured route:
<configured_route>)

Explanation An interface received a lease which if used will cause an IP collision
with a configured route.

Gateway Action drop

Recommended Action Check DHCP server configuration and the SG interface configuration.

Revision 1

Parameters iface
dhcp_ip
configured_route

Context Parameters Packet Buffer

2.6.10. route_collision (ID: 00700015)

Default Severity WARNING

Log Message Interface <iface> received a lease which if used will cause a route col-
lision (DHCP route: <dhcp_route> collides with configured route
<configured_route>)

Explanation An interface received a lease which if used will cause a route collision
with a configured route.

Gateway Action drop

Recommended Action Check DHCP server configuration and SG interface configuration.

Revision 1

Parameters iface
dhcp_route
configured_route

Context Parameters Packet Buffer

2.6.11. offered_ip_occupied (ID: 00700001)

Default Severity NOTICE

Log Message Interface <iface> received a lease with an offered IP that appear to be

2.6.9. ip_collision (ID: 00700014) Chapter 2. Log Message Reference

57



occupied (<ip4addr>)

Explanation Received a DHCP lease which appears to be in use by someone else.

Gateway Action restart

Recommended Action Check network for statically configured hosts or incorrectly proxy
ARPed routes.

Revision 1

Parameters iface
ip4addr

2.6.12. lease_acquired (ID: 00700003)

Default Severity NOTICE

Log Message Interface <iface> have successfully acquired a lease

Explanation An interface have successfully acquired a lease.

Gateway Action None

Recommended Action None.

Revision 1

Parameters iface
ip
netmask
bcast
gw

Context Parameters Packet Buffer

2.6.13. renewed_lease (ID: 00700004)

Default Severity NOTICE

Log Message Interface <iface> have renewed its lease. The new lease is valid for
<valid_seconds> seconds

Explanation An interface have successfully renewed its lease.

Gateway Action None

Recommended Action None.

Revision 1

Parameters iface
valid_seconds

Context Parameters Packet Buffer
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2.6.14. lease_expired (ID: 00700005)

Default Severity NOTICE

Log Message Interface <iface> lease expired

Explanation A lease have expired and the ip data for this interface are no longer
valid.

Gateway Action restart

Recommended Action Check connection and DHCP server reachability.

Revision 1

Parameters iface
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2.7. DHCPRELAY
These log messages refer to theDHCPRELAY (DHCP relayer events) category.

2.7.1. unable_to_add_relay_route_since_out_of_memo
ry (ID: 00800011)

Default Severity ERROR

Log Message Internal Error: Out of memory: Can't add DHCP relay route. Dropping

Explanation Unable to add DHCP relay route since out of memory.

Gateway Action drop

Recommended Action Check firewall memory consumption.

Revision 1

Context Parameters Rule Name

2.7.2. unable_to_save_dhcp_relay_list (ID: 00800001)

Default Severity WARNING

Log Message Unable to auto save the DHCP relay list to disk

Explanation Unable to autosave the DHCP relay list to disk.

Gateway Action None

Recommended Action Check disk usage and health.

Revision 1

2.7.3. incorrect_bootp_dhcp_cookie (ID: 00800004)

Default Severity WARNING

Log Message Incorrect BOOTP/DHCP cookie. Dropping

Explanation Received a packet with an incorrect BOOTP/DHCP cookie.

Gateway Action drop

Recommended Action Investigate what client implementation is being used.

Revision 1

Context Parameters Packet Buffer
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2.7.4. maximum_ppm_for_relayer_reached (ID:
00800005)

Default Severity WARNING

Log Message The maximum packets-per-minute limit have been reached. Requests
will be denied for a period of time

Explanation The maximum DHCP packets-per-minute limit for the relayer have
been reached.

Gateway Action None

Recommended Action Verify packets-per-minute limit.

Revision 1

Context Parameters Packet Buffer

2.7.5. hop_limit_exceeded (ID: 00800007)

Default Severity WARNING

Log Message Hop limit exceeded. Dropping

Explanation The maxmimum hop limit for the DHCP packet have been reached.

Gateway Action None

Recommended Action Verify maximum-hop-limit setting.

Revision 1

Context Parameters Packet Buffer

2.7.6. client_release (ID: 00800008)

Default Severity WARNING

Log Message Client <client_ip> requested release. Relay canceled

Explanation A client requested that lease should be canceled.

Gateway Action relay_canceled

Recommended Action None.

Revision 1

Parameters client_ip

Context Parameters Packet Buffer

2.7.5. hop_limit_exceeded (ID:
00800007)
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2.7.7. got_reply_without_transaction_state (ID:
00800009)

Default Severity WARNING

Log Message Got server reply without transaction state for client <client_hw>.
Dropping

Explanation Received a server reply without a matching transaction state.

Gateway Action drop

Recommended Action Check the network environment for errors.

Revision 1

Parameters client_hw

Context Parameters Packet Buffer

2.7.8. maximum_dhcp_client_relay_routes_reached
(ID: 00800010)

Default Severity WARNING

Log Message The limit for DHCP relay routes have been reached. Dropping

Explanation The DHCP relay routes limit have been reached.

Gateway Action drop

Recommended Action Verify max-relay-routes-limit.

Revision 1

Context Parameters Rule Name

2.7.9. ignored_relay_request (ID: 00800012)

Default Severity WARNING

Log Message Request ignored according to the ruleset

Explanation A DHCP relay request was ignored according to the rules.

Gateway Action ignore

Recommended Action None.

Revision 1

Context Parameters Rule Name
Packet Buffer

2.7.8. maximum_dhcp_client_relay_ro
utes_reached (ID: 00800010)
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2.7.10. no_message_type (ID: 00800013)

Default Severity WARNING

Log Message No message type. Dropping

Explanation Received DHCP packet without the required message type parameter.

Gateway Action drop

Recommended Action Investigate what client implementation is being used.

Revision 1

Context Parameters Rule Name
Packet Buffer

2.7.11. bad_inform_pkt_with_mismatching_source_ip_
and_client_ip (ID: 00800014)

Default Severity WARNING

Log Message INFORM packet did not pass through a relayer but the packet source
ip and the client ip doesnt match. Dropping

Explanation Received non relayed INFORM DHCP packet with illegally mis-
matching source and client IP.

Gateway Action drop

Recommended Action Investigate what client implementation is being used.

Revision 1

Context Parameters Rule Name
Packet Buffer

2.7.12. received_relayed_inform_packet_without_clien
t_ip (ID: 00800015)

Default Severity WARNING

Log Message INFORM packet passed a relayer but the client ip isnt set. Dropping

Explanation Received relayed INFORM DHCP packet with illegally missing client
IP.

Gateway Action drop

Recommended Action Investigate what client implementation is being used.

Revision 1

2.7.10. no_message_type (ID:
00800013)
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Context Parameters Rule Name
Packet Buffer

2.7.13. maximum_current_dhcp_relays_for_iface (ID:
00800016)

Default Severity WARNING

Log Message The maximum number <max_relays> of current DHCP relays for this
interface have been reached. Dropping

Explanation The maximum number of DHCP relayed through a specified interface
have been reached.

Gateway Action drop

Recommended Action Verify max-relay-per-interface setting.

Revision 1

Parameters max_relays

Context Parameters Rule Name
Packet Buffer

2.7.14. dhcp_server_is_unroutable (ID: 00800017)

Default Severity WARNING

Log Message BOOTP/DHCP-server at <dest_ip> is unroutable. Dropping

Explanation Unable to find route to specified DHCP server.

Gateway Action drop

Recommended Action Update routing table with a route to the DHCP server.

Revision 1

Parameters dest_ip

Context Parameters Rule Name
Packet Buffer

2.7.15. unable_to_get_free_transaction_state (ID:
00800018)

Default Severity WARNING

Log Message Unable to get free transaction state for client <client_hw>. Dropping

Explanation Unable to get a free transaction state to handle client request.

2.7.13. maximum_current_dhcp_relay
s_for_iface (ID: 00800016)
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Gateway Action drop

Recommended Action Verify max-transaction-count setting.

Revision 1

Parameters client_hw

Context Parameters Rule Name
Packet Buffer

2.7.16. invalid_gateway (ID: 00800019)

Default Severity WARNING

Log Message Received request with invalid gateway (<gateway_ip>). Dropping

Explanation Received DHCP request with an invalid gateway.

Gateway Action drop

Recommended Action Investigate what client implementation is being used.

Revision 1

Parameters gateway_ip

Context Parameters Rule Name
Packet Buffer

2.7.17. got_reply_on_a_non_security_equivalent_interf
ace (ID: 00800022)

Default Severity WARNING

Log Message Received reply for client <client_hw> on a non security equivalent in-
terface. Dropping

Explanation Received a reply for a client on a non security equivalent interface.

Gateway Action drop

Recommended Action Verify security-equivalent-interface setting.

Revision 1

Parameters client_hw

Context Parameters Rule Name
Packet Buffer

2.7.18. assigned_ip_not_allowed (ID: 00800023)
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Default Severity WARNING

Log Message DHCP/BOOTP-Server <server_ip> gave out an IP <ip> which isn't ac-
cepted. Dropping

Explanation Received a lease with an IP which is not accepted according to the
rules.

Gateway Action drop

Recommended Action Verify allowed-lease-addresses setting.

Revision 1

Parameters iface
server_ip
ip

Context Parameters Rule Name
Packet Buffer

2.7.19. illegal_client_ip_assignment (ID: 00800024)

Default Severity WARNING

Log Message DHCP/BOOTP-Server <server_ip> tried to assign a client with an il-
legal IP <ip>. Dropping

Explanation Received a lease with an illegal client assignment IP.

Gateway Action drop

Recommended Action Check DHCP server configuration.

Revision 1

Parameters server_ip
ip

Context Parameters Rule Name
Packet Buffer

2.7.20. ambiguous_host_route (ID: 00800025)

Default Severity WARNING

Log Message A host route for <dest_ip> already exists which points to another inter-
face. Dropping

Explanation An ambiguous host route indicating another interface was detected try-
ing to setup a dynamic hostroute for a client.

Gateway Action drop

Recommended Action Review previous configured host route for client.

Revision 1

2.7.19. illegal_client_ip_assignment
(ID: 00800024)
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Parameters dest_ip

Context Parameters Rule Name
Packet Buffer

2.7.21. dhcp_relay_list_saved (ID: 00800002)

Default Severity NOTICE

Log Message DHCP relay list was successfully auto saved to disk

Explanation The DHCP relay list was successfully written to disk.

Gateway Action None

Recommended Action None.

Revision 1

2.7.22. dhcp_pkt_too_small (ID: 00800003)

Default Severity NOTICE

Log Message Received DHCP packet which is smaller then the minimum allowed
300 bytes. Ignoring

Explanation Received a DHCP packet which is smaller then the minimum allowed
300 bytes.

Gateway Action None

Recommended Action Investigate what client implementation is being used.

Revision 1

Context Parameters Packet Buffer

2.7.23. relayer_resuming (ID: 00800006)

Default Severity NOTICE

Log Message The relayer is now resuming, <packets_dropped> packets were
dropped while the relayer was inactive

Explanation The relayer is now resuming its duties since being temporary halted by
the packets-per-minute limit.

Gateway Action None

Recommended Action None.

Revision 1

Parameters packets_dropped

2.7.21. dhcp_relay_list_saved (ID:
00800002)
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Context Parameters Packet Buffer

2.7.24. relayed_request (ID: 00800020)

Default Severity NOTICE

Log Message Relayed DHCP-request <type> from client <client_hw> to <dest_ip>

Explanation Relayed a DHCP request.

Gateway Action None

Recommended Action None.

Revision 1

Parameters type
client_hw
dest_ip

Context Parameters Rule Name
Packet Buffer

2.7.25. relayed_request (ID: 00800021)

Default Severity NOTICE

Log Message Relayed BOOTP-request from client <client_hw> to <dest_ip>

Explanation Relayed a BOOTP request.

Gateway Action None

Recommended Action None.

Revision 1

Parameters client_hw
dest_ip

Context Parameters Rule Name
Packet Buffer

2.7.26. relayed_dhcp_reply (ID: 00800026)

Default Severity NOTICE

Log Message Relayed DHCP-reply <type> to client <client_hw>

Explanation Relayed DHCP reply to client.

Gateway Action None

Recommended Action None.
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Revision 1

Parameters type
client_hw

Context Parameters Rule Name
Packet Buffer

2.7.27. relayed_bootp_reply (ID: 00800027)

Default Severity NOTICE

Log Message Relayed BOOTP-reply to client <client_hw>

Explanation Relayed BOOTP reply to client.

Gateway Action None

Recommended Action None.

Revision 1

Parameters client_hw

Context Parameters Rule Name
Packet Buffer

2.7.28. relayed_dhcp_reply (ID: 00800028)

Default Severity NOTICE

Log Message Relayed DHCP-reply <type> to gateway <gateway_ip>

Explanation Relayed DHCP reply to a gateway.

Gateway Action None

Recommended Action None.

Revision 1

Parameters type
gateway_ip

Context Parameters Rule Name
Packet Buffer

2.7.29. relayed_bootp_reply (ID: 00800029)

Default Severity NOTICE

Log Message Relayed BOOTP-reply to gateway <gateway_ip>

Explanation Relayed BOOTP reply to a gateway.

2.7.27. relayed_bootp_reply (ID:
00800027)

Chapter 2. Log Message Reference

69



Gateway Action None

Recommended Action None.

Revision 1

Parameters gateway_ip

Context Parameters Rule Name
Packet Buffer

2.7.29. relayed_bootp_reply (ID:
00800029)
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2.8. DHCPSERVER
These log messages refer to theDHCPSERVER (DHCP server events)category.

2.8.1. unable_to_send_response (ID: 00900001)

Default Severity WARNING

Log Message Failed to get buffer for sending. Unable to reply

Explanation Unable to get a buffer for sending.

Gateway Action None

Recommended Action Check buffer consumption.

Revision 1

2.8.2. option_section_is_too_big_unable_to_reply (ID:
00900002)

Default Severity WARNING

Log Message The option section is too big, unable to reply. Dropping

Explanation Unable to send reply since the DHCP option section is too big.

Gateway Action drop

Recommended Action Reduce the number of used DHCP options.

Revision 1

2.8.3. unable_to_save_lease_db (ID: 00900003)

Default Severity WARNING

Log Message Unable to auto save the lease database to disk

Explanation Some sort of error occurred saving the lease database to disk.

Gateway Action None

Recommended Action Make sure that there is sufficient diskspace available.

Revision 1

2.8.4. dhcp_packet_too_small (ID: 00900005)
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Default Severity WARNING

Log Message Received DHCP packet which is smaller then the minimum allowed
300 bytes. Ignoring

Explanation Received a DHCP packet which is smaller then the minimum allowed
300 bytes.

Gateway Action None

Recommended Action Investigate what client implementation is being used.

Revision 1

Context Parameters Packet Buffer

2.8.5. request_for_ip_from_non_bound_client_without
_state (ID: 00900006)

Default Severity WARNING

Log Message Received a request from client(not in bound) <client> for IP
<client_ip> without state. Rejecting

Explanation Received a request from a non bound client without state.

Gateway Action reject

Recommended Action None.

Revision 1

Parameters client
client_ip

Context Parameters Packet Buffer

2.8.6. request_for_ip_from_bound_client_without_stat
e (ID: 00900007)

Default Severity WARNING

Log Message Received a request from client(in bound) <client> for IP <client_ip>
without state. Rejecting

Explanation Received a request from a bound client without state.

Gateway Action reject

Recommended Action None.

Revision 1

Parameters client
client_ip

2.8.5. request_for_ip_from_non_boun
d_client_without_state (ID: 00900006)
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Context Parameters Packet Buffer

2.8.7. request_for_ip_from_non_bound_client_without
_state (ID: 00900008)

Default Severity WARNING

Log Message Received a request from client(not in bound) <client> for IP
<client_ip> without state. Ignoring

Explanation Received a request from an unbound client without state.

Gateway Action None

Recommended Action None.

Revision 1

Parameters client
client_ip

Context Parameters Packet Buffer

2.8.8. all_ip_pools_depleted (ID: 00900010)

Default Severity WARNING

Log Message All IP pools are depleted. Unable to handle request. Ignoring

Explanation All IP pools have been depleted.

Gateway Action None

Recommended Action Extend the pools to support more clients.

Revision 1

Context Parameters Packet Buffer

2.8.9. request_with_bad_udp_checksum (ID:
00900011)

Default Severity WARNING

Log Message Received request with bad UDP checksum. Dropping

Explanation Received request with bad UDP checksum.

Gateway Action drop

Recommended Action Check network equipment for errors.

2.8.7. request_for_ip_from_non_boun
d_client_without_state (ID: 00900008)
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Revision 1

Context Parameters Packet Buffer

2.8.10. pool_depleted (ID: 00900014)

Default Severity WARNING

Log Message All IPs in the pool are in use. Request cannot be fulfilled

Explanation A request cannot be fullfilled since all pools are in use.

Gateway Action None

Recommended Action Extend the pools to support more clients.

Revision 1

Context Parameters Rule Name
Packet Buffer

2.8.11. request_for_non_offered_ip (ID: 00900017)

Default Severity WARNING

Log Message Client <client_hw> requested non offered IP. Rejecting

Explanation Client sent a request for a non offered IP.

Gateway Action nak

Recommended Action None.

Revision 1

Parameters client_hw
client_wanted
client_offered

Context Parameters Rule Name
Packet Buffer

2.8.12. request_for_non_bound_ip (ID: 00900018)

Default Severity WARNING

Log Message Client <client_hw> requested non bound IP. Rejecting

Explanation Client requested a non bound IP.

Gateway Action reject

Recommended Action None.
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Revision 1

Parameters client_hw
client_wanted
bound

Context Parameters Rule Name
Packet Buffer

2.8.13. declined_by_client (ID: 00900024)

Default Severity WARNING

Log Message Client <client_hw> declined IP <client_ip>. IP blacklisted

Explanation A client declined (indicated that the IP is already in use someone else)
offered IP.

Gateway Action blacklist

Recommended Action Check network for statically configured hosts or incorrectly proxy
ARPed routes.

Revision 1

Parameters client_hw
client_ip

Context Parameters Rule Name
Packet Buffer

2.8.14. request_for_ip_from_bound_client_without_sta
te (ID: 00900025)

Default Severity WARNING

Log Message Received a request from client(bound) <client> for IP <client_ip>
without state. Ignoring

Explanation Received a request from a bound client without state.

Gateway Action None

Recommended Action None.

Revision 1

Parameters client
client_ip

Context Parameters Packet Buffer

2.8.15. lease_db_successfully_saved (ID: 00900004)

2.8.13. declined_by_client (ID:
00900024)
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Default Severity NOTICE

Log Message Lease database was successfully auto saved to disk

Explanation The lease database was successfully saved to disk.

Gateway Action None

Recommended Action None.

Revision 1

2.8.16. lease_timeout (ID: 00900012)

Default Severity NOTICE

Log Message Lease for IP <client_ip> timed out. Was bound to client <client_hw>

Explanation A client lease wasn't renewed and timed out.

Gateway Action lease_inactive

Recommended Action None.

Revision 1

Parameters client_ip
client_hw

Context Parameters Rule Name

2.8.17. lease_timeout (ID: 00900013)

Default Severity NOTICE

Log Message Offer for IP <client_ip> timed out. Was offered to client <client_hw>

Explanation An offer to a client was never accepted and timed out.

Gateway Action lease_inactive

Recommended Action None.

Revision 1

Parameters client_ip
client_hw

Context Parameters Rule Name

2.8.18. sending_offer (ID: 00900015)

Default Severity NOTICE
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Log Message Received DISCOVER from client <client_hw>. Sending IP offer
<offer_ip>

Explanation Received discover (initial IP query) from a client.

Gateway Action None

Recommended Action None.

Revision 1

Parameters client_hw
offer_ip

Context Parameters Rule Name
Packet Buffer

2.8.19. pool_depleted (ID: 00900016)

Default Severity NOTICE

Log Message All IPs in the pool are now in use

Explanation All IPs the the pool have been consumed.

Gateway Action None

Recommended Action Extend the pool to support more clients.

Revision 1

Context Parameters Rule Name
Packet Buffer

2.8.20. client_bound (ID: 00900019)

Default Severity NOTICE

Log Message Client <client_hw> accepted IP <client_ip>. Client is now bound

Explanation Client accepted the IP address and are now bound.

Gateway Action new_lease

Recommended Action None.

Revision 1

Parameters client_hw
client_ip

Context Parameters Rule Name
Packet Buffer

2.8.21. client_renewed (ID: 00900020)
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Default Severity NOTICE

Log Message Client <client_hw> renewed IP <client_ip>

Explanation Client successfully renewed its lease.

Gateway Action renew

Recommended Action None.

Revision 1

Parameters client_hw
client_ip

Context Parameters Rule Name
Packet Buffer

2.8.22. got_inform_request (ID: 00900021)

Default Severity NOTICE

Log Message Got INFORM request from client <client_hw>. Acknowledging

Explanation Got an inform (client already got an IP and asks for configuration
parameters) request from a client.

Gateway Action acknowledging

Recommended Action None.

Revision 1

Parameters client_hw
client_ip

Context Parameters Rule Name
Packet Buffer

2.8.23. decline_for_ip_on_wrong_iface (ID: 00900022)

Default Severity NOTICE

Log Message Got decline for ip <client_ip> on wrong interface (recv: <recv_if>,
lease: <client_if>). Decline is ignored

Explanation Got decline from a client on the wrong interface.

Gateway Action None

Recommended Action Check network for inconsistent routes.

Revision 1

Parameters client_hw

2.8.22. got_inform_request (ID:
00900021)
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client_ip
recv_if
client_if

Context Parameters Rule Name
Packet Buffer

2.8.24. decline_for_non_offered_ip (ID: 00900023)

Default Severity NOTICE

Log Message Client <client_hw> declined non offered IP. Decline is ignored

Explanation Client rejected non a offered IP.

Gateway Action None

Recommended Action None.

Revision 1

Parameters client_hw

Context Parameters Rule Name
Packet Buffer

2.8.24. decline_for_non_offered_ip
(ID: 00900023)
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2.9. DYNROUTING
These log messages refer to theDYNROUTING (Dynamic routing) category.

2.9.1. failed_to_export_route_to_ospf_process_failed_
to_alloc (ID: 01100001)

Default Severity CRITICAL

Log Message Failed to export route to OSPF process (unable to alloc export node)

Explanation Unable to export route to a OSPF process since out of memory.

Gateway Action alert

Recommended Action Check memory consumption.

Revision 1

Context Parameters Dynamic Route
Rule Name
Route

2.9.2. failed_to_add_route_unable_to_alloc (ID:
01100004)

Default Severity CRITICAL

Log Message Failed to add route (unable to alloc route)

Explanation Failed to create a route since out of memory.

Gateway Action alert

Recommended Action Check memory consumption.

Revision 1

Context Parameters Dynamic Route
Rule Name
Route

2.9.3. route_exported_to_ospf_as (ID: 01100002)

Default Severity NOTICE

Log Message Route exported to OSPF AS

Explanation A route was just exported to a OSPF AS.

Gateway Action None
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Recommended Action None.

Revision 1

Context Parameters Dynamic Route
Rule Name
Route

2.9.4. route_unexported_from_ospf_as (ID: 01100003)

Default Severity NOTICE

Log Message Route unexported from OSPF AS

Explanation A route was just unexported from a OSPF AS.

Gateway Action None

Recommended Action None.

Revision 1

Context Parameters Dynamic Route
Rule Name
Route

2.9.5. route_added (ID: 01100005)

Default Severity NOTICE

Log Message Route added

Explanation A route was just added.

Gateway Action None

Recommended Action None.

Revision 1

Context Parameters Dynamic Route
Rule Name
Route

2.9.6. route_removed (ID: 01100006)

Default Severity NOTICE

Log Message Route removed

Explanation A route was just removed.

Gateway Action None

2.9.4. route_unexported_from_ospf_a
s (ID: 01100003)
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Recommended Action None.

Revision 1

Context Parameters Dynamic Route
Rule Name
Route
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2.10. FRAG
These log messages refer to theFRAG (Fragmentation events)category.

2.10.1. fragact_contains_frags (ID: 02000002)

Default Severity CRITICAL

Log Message Internal Error: A failed active fragment contained fragments. Dropping

Explanation An Internal Error occured when freeing an active fragment. Dropping
packet.

Gateway Action drop

Recommended Action None.

Revision 1

Context Parameters Dropped Fragments
Rule Name

2.10.2. fail_suspect_out_of_resources (ID: 02000003)

Default Severity CRITICAL

Log Message Out of reassembly resources for suspect. Frags: <frags>.
<srcip>-<destip> <ipproto> FragID: <fragid>, State: <fragact>

Explanation Out of fragmentation-reassembly resources when processing the IP
packet, which may contain illegal fragments. Dropping packet and
freeing resources.

Gateway Action drop

Recommended Action None.

Revision 1

Parameters srcip
destip
ipproto
fragid
fragact
frags

Context Parameters Dropped Fragments
Rule Name

2.10.3. fail_out_of_resources (ID: 02000004)

Default Severity CRITICAL
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Log Message Out of reassembly resources. Frags: <frags>. <srcip>-<destip>
<ipproto> FragID: <fragid>, State: <fragact>

Explanation Out of fragmentation-reassembly resources when processing the IP
packet. Dropping packet and freeing resources.

Gateway Action drop

Recommended Action None.

Revision 1

Parameters srcip
destip
ipproto
fragid
fragact
frags

Context Parameters Dropped Fragments
Rule Name

2.10.4. fail_suspect_timeout (ID: 02000005)

Default Severity CRITICAL

Log Message Time out reassembling suspect. Frags: <frags>. <srcip>-<destip>
<ipproto> FragID: <fragid>, State: <fragact>

Explanation Timed out when reassembling a fragmented IP packet, which may con-
tain illegal fragments. Dropping packet.

Gateway Action drop

Recommended Action None.

Revision 1

Parameters srcip
destip
ipproto
fragid
fragact
frags

Context Parameters Dropped Fragments
Rule Name

2.10.5. fail_timeout (ID: 02000006)

Default Severity CRITICAL

Log Message Time out reassembling. Frags: <frags>. <srcip>-<destip> <ipproto>
FragID: <fragid>, State: <fragact>

Explanation Timed out when reassembling a fragmented IP packet. Dropping pack-
et.

2.10.4. fail_suspect_timeout (ID:
02000005)
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Gateway Action drop

Recommended Action None.

Revision 1

Parameters srcip
destip
ipproto
fragid
fragact
frags

Context Parameters Dropped Fragments
Rule Name

2.10.6. fragments_available_freeing (ID: 02000100)

Default Severity CRITICAL

Log Message Internal Error: Contains fragments even when freeing. Dropping

Explanation An Internal Error occured when freeing an active fragment. Dropping
packet.

Gateway Action drop

Recommended Action None.

Revision 1

Context Parameters Dropped Fragments
Rule Name

2.10.7. learn_state (ID: 02000011)

Default Severity ERROR

Log Message Internal Error: Invalid state <state>

Explanation Internal Error, the fragmented IP packet has an invalid state.

Gateway Action drop

Recommended Action None.

Revision 1

Parameters state

Context Parameters Dropped Fragments
Rule Name

2.10.8. frag_offset_plus_length_not_in_range (ID:

2.10.6. fragments_available_freeing
(ID: 02000100)

Chapter 2. Log Message Reference

85



02000014)

Default Severity ERROR

Log Message Fragment offset+length not in range <minipdatalen>-<maxipdatalen>

Explanation The fragment offset and length would be outside of the allowed IP size
range. Dropping packet.

Gateway Action drop

Recommended Action None.

Revision 1

Parameters minipdatalen
maxipdatalen

Context Parameters Rule Name
Packet Buffer

2.10.9. bad_ipdatalen (ID: 02000016)

Default Severity ERROR

Log Message Bad IPDataLen=<ipdatalen>

Explanation The partly reassembled IP packet has an invalid IP data length. Drop-
ping packet.

Gateway Action drop

Recommended Action None.

Revision 1

Parameters ipdatalen

Context Parameters Rule Name
Packet Buffer

2.10.10. bad_ipdatalen (ID: 02000017)

Default Severity ERROR

Log Message Fragment offset+length is greater than the configured maximum
<maxipdatalen>

Explanation The fragment offset plus length would result in a greater length than
the configured maximum length of an IP packet. Dropping packet.

Gateway Action drop

Recommended Action None.
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Revision 1

Parameters maxipdatalen

Context Parameters Rule Name
Packet Buffer

2.10.11. overlapping_frag (ID: 02000018)

Default Severity ERROR

Log Message Overlapping fragment

Explanation This fragment would overlap the next fragment offset. Dropping pack-
et.

Gateway Action drop

Recommended Action None.

Revision 1

Context Parameters Rule Name
Packet Buffer

2.10.12. bad_offs (ID: 02000019)

Default Severity ERROR

Log Message Bad fragment offset

Explanation The fragment has an invalid offset. Dropping packet.

Gateway Action drop

Recommended Action None.

Revision 1

Context Parameters Rule Name
Packet Buffer

2.10.13. duplicate_frag_with_different_length (ID:
02000020)

Default Severity ERROR

Log Message Duplicate fragment with different length received

Explanation The fragment is a duplicate of an already received fragment, but the
fragment lengths differ. Dropping packet.

Gateway Action drop

2.10.11. overlapping_frag (ID:
02000018)
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Recommended Action None.

Revision 1

Context Parameters Rule Name
Packet Buffer

2.10.14. duplicate_frag_with_different_data (ID:
02000021)

Default Severity ERROR

Log Message Duplicate fragment with different data received

Explanation The fragment is a duplicate of an already received fragment, but the
fragment data differs. Dropping packet.

Gateway Action drop

Recommended Action None.

Revision 1

Context Parameters Rule Name
Packet Buffer

2.10.15. partial_overlap (ID: 02000022)

Default Severity ERROR

Log Message Fragments partially overlap

Explanation Two fragments partially overlap. Dropping packet.

Gateway Action drop

Recommended Action None.

Revision 1

Context Parameters Rule Name
Packet Buffer

2.10.16. already_completed (ID: 02000025)

Default Severity ERROR

Log Message Dropping extraneous fragment of completed packet

Explanation A completed reassembled IP packet contains a extraneous fragment,
which is dropped.

Gateway Action drop

2.10.14. duplicate_frag_with_different
_data (ID: 02000021)
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Recommended Action None.

Revision 1

Context Parameters Rule Name
Packet Buffer

2.10.17. individual_frag_timeout (ID: 02000001)

Default Severity WARNING

Log Message Individual fragment timed out.

Explanation A fragment of an IP packet timed out, and is dropped.

Gateway Action drop

Recommended Action None.

Revision 1

Context Parameters Rule Name
Packet Buffer

2.10.18. disallowed_suspect (ID: 02000007)

Default Severity WARNING

Log Message Dropping stored fragments of disallowed suspect packet. Frags:
<frags>. <srcip>-<destip> <ipproto> FragID: <fragid>, State:
<fragact>

Explanation The fragments of a disallowed IP packet, which may contain illegal
fragments, were dropped.

Gateway Action drop

Recommended Action None.

Revision 1

Parameters srcip
destip
ipproto
fragid
fragact
frags

Context Parameters Dropped Fragments
Rule Name

2.10.19. drop_frags_of_disallowed_packet (ID:
02000008)

2.10.17. individual_frag_timeout (ID:
02000001)
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Default Severity WARNING

Log Message Dropping stored fragments of disallowed packet. Frags: <frags>.
<srcip>-<destip> <ipproto> FragID: <fragid>, State: <fragact>

Explanation The fragments of a disallowed IP packet were dropped.

Gateway Action drop

Recommended Action None.

Revision 1

Parameters srcip
destip
ipproto
fragid
fragact
frags

Context Parameters Dropped Fragments
Rule Name

2.10.20. drop_frags_of_illegal_packet (ID: 02000009)

Default Severity WARNING

Log Message Dropping fragments of illegal packet. Frags: <frags>.
<srcip>-<destip> <ipproto> FragID: <fragid>, State: <fragact>

Explanation The fragments of an illegal IP packet were dropped.

Gateway Action drop

Recommended Action None.

Revision 1

Parameters srcip
destip
ipproto
fragid
fragact
frags

Context Parameters Dropped Fragments
Rule Name

2.10.21. drop_extraneous_frags_of_completed_packet
(ID: 02000010)

Default Severity WARNING

Log Message Dropping extraneous fragments of completed packet. Frags: <frags>.

2.10.20. drop_frags_of_illegal_packet
(ID: 02000009)
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<srcip>-<destip> <ipproto> FragID: <fragid>, State: <fragact>

Explanation A completed reassembled IP packet contains extraneous fragments,
which are dropped.

Gateway Action drop

Recommended Action None.

Revision 1

Parameters srcip
destip
ipproto
fragid
fragact
frags

Context Parameters Dropped Fragments
Rule Name

2.10.22. drop_duplicate_frag_suspect_packet (ID:
02000012)

Default Severity WARNING

Log Message Dropping duplicate fragment of suspect packet

Explanation A duplicate fragment of an IP packet, which may contain illegal frag-
ments, was received. Dropping the duplicate fragment.

Gateway Action drop

Recommended Action None.

Revision 1

Context Parameters Rule Name
Packet Buffer

2.10.23. drop_duplicate_frag (ID: 02000013)

Default Severity WARNING

Log Message Dropping duplicate fragment

Explanation A duplicate fragment of an IP packet was received. Dropping the du-
plicate fragment.

Gateway Action drop

Recommended Action None.

Revision 1

Context Parameters Rule Name

2.10.22. drop_duplicate_frag_suspect
_packet (ID: 02000012)
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Packet Buffer

2.10.24. no_available_fragacts (ID: 02000015)

Default Severity WARNING

Log Message Internal Error: No available resources (out of memory?).

Explanation An Internal Error occured. Failed to create necessary fragmentation re-
assembly resources. This could be a result of the unit being out of
memory.

Gateway Action drop

Recommended Action None.

Revision 1

Context Parameters Rule Name
Packet Buffer

2.10.25. drop_frag_disallowed_suspect_packet (ID:
02000023)

Default Severity WARNING

Log Message Dropping fragment of disallowed suspect packet

Explanation A fragment of a disallowed IP packet, which may contain illegal frag-
ments, is dropped.

Gateway Action drop

Recommended Action None.

Revision 1

Context Parameters Rule Name
Packet Buffer

2.10.26. drop_frag_disallowed_packet (ID: 02000024)

Default Severity WARNING

Log Message Dropping fragment of disallowed packet

Explanation A fragment of a disallowed IP packet is dropped.

Gateway Action drop

Recommended Action None.

Revision 1

2.10.24. no_available_fragacts (ID:
02000015)
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Context Parameters Rule Name
Packet Buffer

2.10.27. drop_frag_failed_suspect_packet (ID:
02000026)

Default Severity WARNING

Log Message Dropping fragment of failed suspect packet

Explanation A fragment of a failed IP packet, which may contain illegal fragments,
is dropped.

Gateway Action drop

Recommended Action None.

Revision 1

Context Parameters Rule Name
Packet Buffer

2.10.28. drop_frag_failed_packet (ID: 02000027)

Default Severity WARNING

Log Message Dropping fragment of failed packet

Explanation A fragment of a failed IP packet is dropped.

Gateway Action drop

Recommended Action None.

Revision 1

Context Parameters Rule Name
Packet Buffer

2.10.29. drop_frag_illegal_packet (ID: 02000028)

Default Severity WARNING

Log Message Dropping fragment of illegal packet

Explanation A fragment of an illegal IP packet is dropped.

Gateway Action drop

Recommended Action None.

Revision 1

2.10.27. drop_frag_failed_suspect_pa
cket (ID: 02000026)
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Context Parameters Rule Name
Packet Buffer

2.10.29. drop_frag_illegal_packet (ID:
02000028)
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2.11. GRE
These log messages refer to theGRE (GRE events)category.

2.11.1. failed_to_setup_gre_tunnel (ID: 02200001)

Default Severity WARNING

Log Message Failed to setup open tunnel from <local_ip> to <remote_ip>

Explanation Unable to setup GRE tunnel with endpoint.

Gateway Action drop

Recommended Action Check CONN usage and local routing.

Revision 1

Parameters local_ip
remote_ip

2.11.2. gre_bad_flags (ID: 02200002)

Default Severity WARNING

Log Message GRE packet with bad flag(s). Packet dropped

Explanation Received GRE packet with a bad flag combination.

Gateway Action drop

Recommended Action Check GRE endpoint configuration.

Revision 1

Context Parameters Packet Buffer

2.11.3. gre_bad_version (ID: 02200003)

Default Severity WARNING

Log Message GRE packet with bad version (not 0). Packet dropped

Explanation Received GRE packet with bad version.

Gateway Action drop

Recommended Action Check GRE endpoint configuration.

Revision 1

Context Parameters Packet Buffer
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2.11.4. gre_checksum_error (ID: 02200004)

Default Severity WARNING

Log Message GRE packet with checksum error. Packet dropped

Explanation Received GRE packet with checksum errors.

Gateway Action drop

Recommended Action Check network equipment for errors.

Revision 1

Context Parameters Packet Buffer

2.11.5. gre_length_error (ID: 02200005)

Default Severity WARNING

Log Message GRE packet length error. Packet dropped

Explanation Received GRE packet with length error.

Gateway Action drop

Recommended Action Check GRE endpoint configuration.

Revision 1

Context Parameters Packet Buffer

2.11.6. gre_send_routing_loop_detected (ID:
02200006)

Default Severity WARNING

Log Message Routing loop detected. GRE packet send failed

Explanation Routing loop to the GRE endpoint detected.

Gateway Action drop

Recommended Action Check local routing.

Revision 1

Context Parameters Packet Buffer

2.11.7. unmatched_session_key (ID: 02200007)

2.11.5. gre_length_error (ID:
02200005)
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Default Severity WARNING

Log Message Received GRE packet with unmatched session key. Packet dropped

Explanation Received GRE packet with unmatched session key.

Gateway Action drop

Recommended Action Check GRE session key settings on the remote gateway.

Revision 1

Parameters session_key

Context Parameters Packet Buffer

2.11.8. gre_routing_flag_set (ID: 02200008)

Default Severity WARNING

Log Message Received GRE packet with routing flag set. Packet dropped

Explanation Received GRE packet with unsupported routing option enabled.

Gateway Action drop

Recommended Action Check GRE configuration on remote gateway.

Revision 1

Context Parameters Packet Buffer

2.11.8. gre_routing_flag_set (ID:
02200008)
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2.12. HA
These log messages refer to theHA (High Availability events) category.

2.12.1. config_sync_failure (ID: 01200500)

Default Severity CRITICAL

Log Message Tried to synchronize configuration to peer 3 times without success.
Giving up.

Explanation The gateway tried to synchronize the configuration to peer three times,
but failed. It will now give up trying to do so.

Gateway Action give_up_synching

Recommended Action None.

Revision 1

Parameters numretries

2.12.2. heartbeat_from_unknown (ID: 01200043)

Default Severity WARNING

Log Message Received HA heartbeat from unknown IP. Dropping

Explanation The received HA heartbeat packet was originating from an unknown
IP. The packet will be dropped.

Gateway Action drop

Recommended Action None.

Revision 1

Context Parameters Rule Name
Packet Buffer

2.12.3. should_have_arrived_on_sync_iface (ID:
01200044)

Default Severity WARNING

Log Message This packet should have arrived on the sync iface. Dropping

Explanation The HA packet did not arrive on the sync interface. The packet will be
dropped.

Gateway Action drop

Recommended Action None.

2.12. HA Chapter 2. Log Message Reference

98



Revision 1

Context Parameters Rule Name
Packet Buffer

2.12.4. activate_failed (ID: 01200050)

Default Severity WARNING

Log Message Failed to activate the configuration merged from HA partner

Explanation The gateway failed to activate the merged configuration that was re-
ceived from the peer.

Gateway Action ha_activate_conf

Recommended Action None.

Revision 1

2.12.5. merge_failed (ID: 01200051)

Default Severity WARNING

Log Message Failed to merge configuration from HA partner

Explanation The gateway failed to merge the configuration that was received from
the peer.

Gateway Action ha_merge_conf

Recommended Action None.

Revision 1

2.12.6. ha_commit_error (ID: 01200052)

Default Severity WARNING

Log Message The merged HA configuration contains errors

Explanation The merged HA configuration contains errors, and can not be com-
mited.

Gateway Action ha_commitchanges

Recommended Action Resolve the errors and commit the changes again.

Revision 1

2.12.7. ha_write_failed (ID: 01200053)
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Default Severity WARNING

Log Message Could not write HA configuration to disk

Explanation The HA configuration could not be written to the storate media.

Gateway Action ha_commitchanges

Recommended Action Verify that the storage media is not write protected or damaged.

Revision 1

2.12.8. ha_commit_unknown_error (ID: 01200054)

Default Severity WARNING

Log Message An unknown error occured while saving the HA configuration

Explanation An unknown error occured when the HA configuration was to be
saved. It has not been commited.

Gateway Action ha_commitchanges

Recommended Action None.

Revision 1

2.12.9. resync_conns_to_peer (ID: 01200100)

Default Severity WARNING

Log Message Initiating complete resynchronization of <numconns> connections to
peer firewall

Explanation All current connections will be re-synchronized to peer, as the peer has
been restarted. Initializing re-synchronization process.

Gateway Action resync_conns_init

Recommended Action None.

Revision 1

Parameters reason
numconns

2.12.10. disallowed_on_sync_iface (ID: 01200400)

Default Severity WARNING

Log Message Received non-HA traffic on sync iface. Dropping

2.12.8. ha_commit_unknown_error
(ID: 01200054)
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Explanation A packet which is not a HA-related packet was received on the sync
interface. This should not happend, and the packet will be dropped.

Gateway Action drop

Recommended Action None.

Revision 1

Context Parameters Rule Name
Packet Buffer

2.12.11. sync_packet_on_nonsync_iface (ID:
01200410)

Default Severity WARNING

Log Message Received state sync packet on non-sync iface. Dropping

Explanation A HA state sync packet was recieved on a non-sync interface. This
should never happend, and the packet will be dropped.

Gateway Action drop

Recommended Action None.

Revision 1

Context Parameters Rule Name
Packet Buffer

2.12.12. ttl_too_low (ID: 01200411)

Default Severity WARNING

Log Message Received HA heartbeat with too low TTL. Dropping

Explanation The received HA heartbeat packet had a TTL (Time-To-Live) field
which is too low. The packet will be dropped.

Gateway Action drop

Recommended Action None.

Revision 1

Context Parameters Rule Name
Packet Buffer

2.12.13. heartbeat_from_myself (ID: 01200412)

Default Severity WARNING

2.12.11. sync_packet_on_nonsync_ifa
ce (ID: 01200410)
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Log Message Received HA heartbeat from the gateway itself. Dropping

Explanation The received HA heartbeat packet was originating from the gateway it-
self. The packet will be dropped.

Gateway Action drop

Recommended Action None.

Revision 1

Context Parameters Rule Name
Packet Buffer

2.12.14. peer_gone (ID: 01200001)

Default Severity NOTICE

Log Message Peer firewall disappeared. Going active

Explanation The peer gateway (which was active) is not available anymore. This
gateway will now go active instead.

Gateway Action activate

Recommended Action None.

Revision 1

2.12.15. peer_gone (ID: 01200002)

Default Severity NOTICE

Log Message Peer firewall disappeared.

Explanation The peer gateway (which was inactive) is not available anymore. This
gateway will continue to stay active.

Gateway Action None

Recommended Action None.

Revision 1

2.12.16. conflict_both_peers_active (ID: 01200003)

Default Severity NOTICE

Log Message Conflict: Both peers are active! Resolving...

Explanation A conflict occured as both peers are active at the same time. The con-
flict will automatically be resolved.

Gateway Action resolving
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Recommended Action None.

Revision 1

2.12.17. peer_has_higher_local_load (ID: 01200004)

Default Severity NOTICE

Log Message Both active, peer has higher local load; staying active

Explanation Both memebrs are active, but the peer has higher local load. This gate-
way will stay active.

Gateway Action stay_active

Recommended Action None.

Revision 1

2.12.18. peer_has_lower_local_load (ID: 01200005)

Default Severity NOTICE

Log Message Both active, peer has lower local load; deactivating

Explanation Both members are active, but the peer has lower local load. This gate-
way will de-activate.

Gateway Action deactivate

Recommended Action None.

Revision 1

2.12.19. peer_has_more_connections (ID: 01200006)

Default Severity NOTICE

Log Message Both active, peer has more connections; deactivating

Explanation Both members are active, but the peer has more connections. This
gateway will de-activate.

Gateway Action deactivate

Recommended Action None.

Revision 1

2.12.20. peer_has_fewer_connections (ID: 01200007)

2.12.17. peer_has_higher_local_load
(ID: 01200004)
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Default Severity NOTICE

Log Message Both active, peer has fewer connections; staying active

Explanation Both members are active, but the peer has fewer connections. This
gateway will stay active.

Gateway Action stay_active

Recommended Action None.

Revision 1

2.12.21. conflict_both_peers_inactive (ID: 01200008)

Default Severity NOTICE

Log Message Conflict: Both peers are inactive! Resolving...

Explanation A conflict occured as both peers are inactive at the same time. The
conflict will automatically be resolved.

Gateway Action None

Recommended Action None.

Revision 1

2.12.22. peer_has_more_connections (ID: 01200009)

Default Severity NOTICE

Log Message Both inactive, peer has more connections; staying inactive...

Explanation Both members are inactive, but the peer has more connections. This
gateway will stay inactive.

Gateway Action stay_deactivated

Recommended Action None.

Revision 1

2.12.23. peer_has_fewer_connections (ID: 01200010)

Default Severity NOTICE

Log Message Both inactive, peer has fewer connections; going active...

Explanation Both members are inactive, but the peer has fewer connections. This
gateway will go active.

Gateway Action activate

2.12.21. conflict_both_peers_inactive
(ID: 01200008)
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Recommended Action None.

Revision 1

2.12.24. peer_alive (ID: 01200011)

Default Severity NOTICE

Log Message Peer firewall is alive

Explanation The peer gateway is alive.

Gateway Action None

Recommended Action None.

Revision 1

2.12.25. hasync_connection_established (ID:
01200200)

Default Severity NOTICE

Log Message HASync connection to peer firewall established

Explanation HA syncronization connection to peer has been establihsed. Supported
events will now be synchronized between the members of the HA
cluster.

Gateway Action None

Recommended Action None.

Revision 1

2.12.26. hasync_connection_disconnected_lifetime_ex
pired (ID: 01200201)

Default Severity NOTICE

Log Message HASync connection lifetime expired. Reconnecting...

Explanation The HA syncronization connection lifetime has expired. A new con-
nection will be establised by reconnecting to the peer.

Gateway Action reconnect

Recommended Action None.

Revision 1
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2.12.27. hasync_connection_failed_timeout (ID:
01200202)

Default Severity NOTICE

Log Message HASync connection to peer firewall failed. Reconnecting...

Explanation The HA syncronization connection attempt failed. Reconnecting to
peer.

Gateway Action reconnect

Recommended Action None.

Revision 1

2.12.28. resync_conns_to_peer_complete (ID:
01200300)

Default Severity NOTICE

Log Message Connection resynchronization to peer complete

Explanation The connection resynchronization process to peer is complete. All con-
nections has been synchronized.

Gateway Action None

Recommended Action None.

Revision 1

2.12.29. action=deactivate reason=requested (ID:
01200616)

Default Severity NOTICE

Log Message Both active, deactivation in progress.

Explanation Both active, deactivation in progress.

Gateway Action None

Recommended Action None.

Revision 1

2.12.28. resync_conns_to_peer_comp
lete (ID: 01200300)
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2.13. HWM
These log messages refer to theHWM (Hardware monitor events) category.

2.13.1. temperature_alarm (ID: 04000011)

Default Severity WARNING

Log Message Temperature monitor <index> (<name>) is outside the specified limit.
Current value is <current_temp> <unit>, lower limit is <min_limit>,
upper limit is <max_limit>

Explanation The unit may be overheating, this may be because the cooling is failing
or to hot enviroment.

Gateway Action none

Recommended Action Shutdown the unit and determine the problem.

Revision 1

Parameters index
name
unit
current_temp
min_limit
max_limit

2.13.2. temperature_normal (ID: 04000012)

Default Severity WARNING

Log Message Temperature monitor <index> (<name>) is outside the specified limit.
Current value is <current_temp> <unit>, lower limit is <min_limit>,
upper limit is <max_limit>

Explanation The sensor reports that the temperature value is back in the normal
range.

Gateway Action None

Recommended Action None.

Revision 1

Parameters index
name
unit
current_temp
min_limit
max_limit

2.13.3. voltage_alarm (ID: 04000021)
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Default Severity WARNING

Log Message Voltage monitor <index> (<name>) is outside the specified limit. Cur-
rent value is <current_voltage> <unit>, lower limit is <min_limit>, up-
per limit is <max_limit>

Explanation The powersupply of this unit may be failing.

Gateway Action none

Recommended Action Change powersupply unit.

Revision 1

Parameters index
name
unit
current_voltage
min_limit
max_limit

2.13.4. voltage_normal (ID: 04000022)

Default Severity WARNING

Log Message Voltage monitor <index> (<name>) is outside the specified limit. Cur-
rent value is <current_voltage> <unit>, lower limit is <min_limit>, up-
per limit is <max_limit>

Explanation The sensor reports that the voltage value is back in the normal range.

Gateway Action None

Recommended Action None.

Revision 1

Parameters index
name
unit
current_voltage
min_limit
max_limit

2.13.5. fanrpm_alarm (ID: 04000031)

Default Severity WARNING

Log Message Fan RPM monitor <index> (<name>) is outside the specified limit.
Current value is <current_fanrpm> <unit>, value is <current_fanrpm>
<unit>, lower limit is <min_limit>, upper limit is <max_limit>

Explanation The fan is behaving strange, this may because it is failing or blocked.

Gateway Action none

Recommended Action Unblock or change the corresponding fan.
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Revision 1

Parameters index
name
unit
current_fanrpm
min_limit
max_limit

2.13.6. fanrpm_normal (ID: 04000032)

Default Severity WARNING

Log Message Fan RPM monitor <index> (<name>) is outside the specified limit.
Current value is <current_fanrpm> <unit>, lower limit is <min_limit>,
upper limit is <max_limit>

Explanation The sensor reports that the fan rpm value is back in the normal range.

Gateway Action None

Recommended Action None.

Revision 1

Parameters index
name
unit
current_fanrpm
min_limit
max_limit

2.13.7. gpio_alarm (ID: 04000041)

Default Severity WARNING

Log Message GPIO monitor <index> (<name>) is outside the specified limit. Cur-
rent value is <current_gpio> <unit>, value is <current_gpio> <unit>,
lower limit is <min_limit>, upper limit is <max_limit>

Explanation This varies depending on hardware model and what the GPIO is con-
nected to.

Gateway Action none

Recommended Action Depends on what the GPIO is connected to.

Revision 1

Parameters index
name
unit
current_gpio
min_limit
max_limit
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2.13.8. gpio_normal (ID: 04000042)

Default Severity WARNING

Log Message Temperature monitor <index> (<name>) is outside the specified limit.
Current value is <current_gpio> <unit>, lower limit is <min_limit>,
upper limit is <max_limit>

Explanation The sensor reports that the GPIO value is back inte the normal range.

Gateway Action None

Recommended Action None.

Revision 1

Parameters index
name
unit
current_gpio
min_limit
max_limit

2.13.9. free_memory_warning_level (ID: 04000101)

Default Severity WARNING

Log Message Free memory has fallen below the specified limit of
<limit_percentage> percent, limit classified is <severity>, free
<free_mem> MB of total <total_mem> MB, percentage free
<free_percentage>

Explanation The amount of free memory is getting low.

Gateway Action None

Recommended Action Review the configuration and disable or lower settings to reduce
memory consumption.

Revision 1

Parameters limit_percentage
total_mem
free_mem
free_percentage
severity

2.13.10. free_memory_warning_level (ID: 04000102)

Default Severity WARNING

Log Message Free memory has fallen below the specified limit of <limit_megabyte>
megabyte, limit classified is <severity>, free <free_mem> MB of total
<total_mem> MB, percentage free <free_percentage>

2.13.9. free_memory_warning_level
(ID: 04000101)
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Explanation The amount of free memory is getting low.

Gateway Action None

Recommended Action Review the configuration and disable or lower settings to reduce
memory consumption.

Revision 1

Parameters limit_megabyte
total_mem
free_mem
free_percentage
severity

2.13.11. free_memory_normal_level (ID: 04000103)

Default Severity NOTICE

Log Message The amount of free memory is in the normal range, free <free_mem>
MB of total <total_mem> MB, percentage free <free_percentage>

Explanation The memory usage is in the normal range.

Gateway Action None

Recommended Action None.

Revision 1

Parameters total_mem
free_mem
free_percentage

2.13.11. free_memory_normal_level
(ID: 04000103)
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2.14. IDS
These log messages refer to theIDS (Intrusion Detection events)category.

2.14.1. invalid_url_format (ID: 01300009)

Default Severity ERROR

Log Message Failed to parse the HTTP URL. ID Rule: <idrule>. URL: <url>.
Source IP: <srcip>. Source Port: <srcport>. Destination IP: <destip>.
Destination Port: <destport>. Closing connection.

Explanation The unit failed parsing an URL. The reason for this is problaby be-
cause the URL has an invalid format, or it contains invalid UTF8
formatted characters.

Gateway Action close

Recommended Action Make sure that the URL is formatted correctly.

Revision 1

Parameters idrule
url
srcip
srcport
destip
destport

Context Parameters Rule Name

2.14.2. ids_notice (ID: 01300002)

Default Severity WARNING

Log Message IDS Notice: <description>, Signature ID=<signatureid>. ID Rule:
<idrule>. Protocol: <ipproto>. Source IP: <srcip>. Source Port:
<srcport>. Destination IP: <destip>. Destination Port: <destport>.
Closing connection.

Explanation A notice signature mapped to the "protect" action matched the traffic,
closing connection.

Gateway Action close

Recommended Action This is probably not an attack, but you may research the advisory
(searchable by the unique ID).

Revision 1

Parameters description
signatureid
idrule
ipproto
srcip
srcport
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destip
destport

Context Parameters Rule Name
Deep Inspection

2.14.3. intrusion_detected (ID: 01300003)

Default Severity WARNING

Log Message Intrusion detected: <description>, Signature ID=<signatureid>. ID
Rule: <idrule>. Protocol: <ipproto>. Source IP: <srcip>. Source Port:
<srcport>. Destination IP: <destip>. Destination Port: <destport>.
Closing connection.

Explanation An attack signature mapped to the "protect" action matched the traffic.

Gateway Action close

Recommended Action Research the advisory (searchable by the unique ID).

Revision 1

Parameters description
signatureid
idrule
ipproto
srcip
srcport
destip
destport

Context Parameters Rule Name
Deep Inspection

2.14.4. virus_detected (ID: 01300004)

Default Severity WARNING

Log Message Virus/worm detected: <description>, Signature ID=<signatureid>. ID
Rule: <idrule>. Protocol: <ipproto>. Source IP: <srcip>. Source Port:
<srcport>. Destination IP: <destip>. Destination Port: <destport>.
Closing connection.

Explanation A virus signature mapped to the "protect" action matched the traffic.

Gateway Action close

Recommended Action Research the advisory (searchable by the unique ID).

Revision 1

Parameters description
signatureid
idrule
ipproto
srcip

2.14.3. intrusion_detected (ID:
01300003)
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srcport
destip
destport

Context Parameters Rule Name
Deep Inspection

2.14.5. invalid_url_format (ID: 01300010)

Default Severity WARNING

Log Message Failed to parse the HTTP URL. ID Rule: <idrule>. URL: <url>.
Source IP: <srcip>. Source Port: <srcport>. Destination IP: <destip>.
Destination Port: <destport>. Ignoring the URL.

Explanation The unit failed parsing an URL. The reason for this is problaby be-
cause the URL has an invalid format, or it contains invalid UTF8
formatted characters.

Gateway Action ignore

Recommended Action Make sure that the URL is formatted correctly.

Revision 1

Parameters idrule
url
srcip
srcport
destip
destport

Context Parameters Rule Name

2.14.6. conn_threshold_exceeded (ID: 01300100)

Default Severity WARNING

Log Message Connection threshold <description> exceeded <threshold>. Source IP:
<srcip>. Closing connection

Explanation The source ip is opening up new connections too fast.

Gateway Action closing_connection

Recommended Action Investigate worms and DoS attacks.

Revision 1

Parameters description
threshold
srcip

Context Parameters Rule Name

2.14.5. invalid_url_format (ID:
01300010)

Chapter 2. Log Message Reference

114



2.14.7. scan_detected (ID: 01300001)

Default Severity NOTICE

Log Message Scan detected: <description>, Signature ID=<signatureid>. ID Rule:
<idrule>. Protocol: <ipproto>. Source IP: <srcip>. Source Port:
<srcport>. Destination IP: <destip>. Destination Port: <destport>.
Closing connection.

Explanation A scan signature mapped to the "protect" action matched the traffic,
closing connection.

Gateway Action close

Recommended Action Research the advisory (searchable by the unique ID), if you suspect an
attack.

Revision 1

Parameters description
signatureid
idrule
ipproto
srcip
srcport
destip
destport

Context Parameters Rule Name
Deep Inspection

2.14.8. scan_detected (ID: 01300005)

Default Severity NOTICE

Log Message Scan detected: <description>, Signature ID=<signatureid>. ID Rule:
<idrule>. Protocol: <ipproto>. Source IP: <srcip>. Source Port:
<srcport>. Destination IP: <destip>. Destination Port: <destport>.

Explanation A scan signature matched the traffic.

Gateway Action None

Recommended Action Research the advisory (searchable by the unique ID).

Revision 1

Parameters description
signatureid
idrule
ipproto
srcip
srcport
destip
destport

Context Parameters Rule Name
Deep Inspection
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2.14.9. ids_notice (ID: 01300006)

Default Severity NOTICE

Log Message IDS Notice: <description>, Signature ID=<signatureid>. ID Rule:
<idrule>. Protocol: <ipproto>. Source IP: <srcip>. Source Port:
<srcport>. Destination IP: <destip>. Destination Port: <destport>.

Explanation A notice signature matched the traffic.

Gateway Action None

Recommended Action This is probably not an attack, but you may research the advisory
(searchable by the unique ID).

Revision 1

Parameters description
signatureid
idrule
ipproto
srcip
srcport
destip
destport

Context Parameters Rule Name
Deep Inspection

2.14.10. intrusion_detected (ID: 01300007)

Default Severity NOTICE

Log Message Intrusion detected: <description>, Signature ID=<signatureid>. ID
Rule: <idrule>. Protocol: <ipproto>. Source IP: <srcip>. Source Port:
<srcport>. Destination IP: <destip>. Destination Port: <destport>.

Explanation An attack signature matched the traffic.

Gateway Action None

Recommended Action Research the advisory (searchable by the unique ID).

Revision 1

Parameters description
signatureid
idrule
ipproto
srcip
srcport
destip
destport

Context Parameters Rule Name
Deep Inspection
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2.14.11. virus_detected (ID: 01300008)

Default Severity NOTICE

Log Message Virus/Worm detected: <description>, Signature ID=<signatureid>. ID
Rule: <idrule>. Protocol: <ipproto>. Source IP: <srcip>. Source Port:
<srcport>. Destination IP: <destip>. Destination Port: <destport>.

Explanation A virus signature matched the traffic.

Gateway Action None

Recommended Action Research the advisory (searchable by the unique ID).

Revision 1

Parameters description
signatureid
idrule
ipproto
srcip
srcport
destip
destport

Context Parameters Rule Name
Deep Inspection

2.14.12. conn_threshold_exceeded (ID: 01300102)

Default Severity NOTICE

Log Message Connection threshold <description> exceeded <threshold>. Source IP:
<srcip>

Explanation The source ip is opening up new connections too fast.

Gateway Action None

Recommended Action Investigate worms and DoS attacks.

Revision 1

Parameters description
threshold
srcip

Context Parameters Rule Name

2.14.13. reminder_conn_threshold (ID: 01300101)

Default Severity INFORMATIONAL

Log Message Reminder: Connection threshold <description> exceeded <threshold>.
Source IP: <srcip>.

2.14.12. conn_threshold_exceeded
(ID: 01300102)
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Explanation The source ip is still opening up new connections too fast.

Gateway Action None

Recommended Action Look through logs to see if the source ip has misbehaved in the past.

Revision 1

Parameters description
threshold
srcip

Context Parameters Rule Name

2.14.13. reminder_conn_threshold (ID:
01300101)
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